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Investigations determined that the data contained in the Accounts Payable report was limited to supplier
name and the amount paid with the remaining data being generic (e.g. dates, etc.). It was aiso noted that the
report contained only one week of data with no possibility of access to any information. There was no
information that identified an Evoenergy asset, customer or project available in the report. For this reason,
the incident was not deemed a breach of the Guideline, but a deficiency in controls which gave rise to the
potential for a breach of clause 4.3.1(a) of the Guideline. In fact, a breach was mitigated by the immediate
remediation measures taken.

AAD notified the AER of the incident, the investigation outcomes and corrective actions taken on 14 August
2024. The AER did not provide guidance to indicate a breach had occurred.

As part of this incident, a sample-based user access review was performed and AAD were made aware of
another four RESP staff that had permissions set enabling access to the AAD reports.

During the Ring-fencing audit, AAD provided an assessment against its compliance obligations including:

- the roles of each of the RESP staff who had access,

- the AAD data within Oracle Fusion that was accessible to each of the RESP staff,
- an audit log of changes to user access and

- representations from each of the RESP staff the AAD data was not accessed.

Refer to the auditors Compliance Opinion and Findings Report for their assessment of this matter.

5.6 Physical Separation

AAD self-identified two incidents of deficiencies in its physical separation of AAR staff from the Evoenergy
Greenway Depot.

The first incident involved an AAR staff member that was previously seconded to AAD, who entered the
Greenway AAD Depot using their security access pass. The staff member was no longer in an AAD
seconded role and therefore had unauthorised access to the depot. The AAR staff member was attending
Contact Officer training for the Thrive committee which did not contain any electricity information. AAD
determined that there was a lack of control regarding the Security Pass and ID Procedure to clearly identify
the persons responsible for ensuring that access is updated when onboarding or offboarding temporary
transfers and have since updated the procedure and communicated the updated procedure to the JV.

The second incident involved two AAR staff members, who registered for an in-person JV Bullying and
Harassment training at the AAD Greenway Depot, in the Central Conference Room. The training did not
include any electrical information, and the AAR staff were escorted at all times to ensure no Ring-fenced
information could be accessed. AAD determined that there was a lack of control regarding the training
calendar providing AAR staff the opportunity to book training at AAD premises, this has since been rectified
to separate out AAR and AAD staff to only book at their respective buildings and communicated to the JV.

AAD did not notify the AER of either incident as it was deemed that while there was potential risk, the
controls in place ensured that Ring-fenced information remained confidential and there were no costs
incurred by AAD associated with the short-term visit. Refer to the auditors Compliance Opinion and Findings
Report for their assessment of this matter.

5.7 Obligation not to Discriminate

During the regulatory period 1 January 2024 to 31 December 2024 all AAD staff completed Ring-fencing
training. There were eight staff on long-term leave, who did not complete training due to being on leave for
the regulatory period.

5.8 Office and Staff Sharing

During the period of 1 January 2024 to 31 December 2024, Evoenergy maintained an up to date and
accurate Office and Staff Sharing registers on its website, as required by clause 4.2.4 of the Guidelines,
capturing any changes to the status of Evoenergy’s office and staff sharing. Evoenergy currently has eight
shared staff which consists of the upper executive team including the Chief Executive Officer.
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ID Document Name Purpose/ Description Relevant
obligations
electricity service provider by reason of clauses 4.2.2(b)i. a, 4.2.2(b)i.b,
4.2 2(b)ii. Or 4.2.2(d) of the Guideline.
04 Branding and Cross- To capture the branding and cross-promotion requirements for Evoenergy’s 423
Promotion Flowchart direct control services separately to that used by a RESP for contestable
electricity services, without promoting contestable electricity services provided
by a related electricity service provider other than the DNSP itself, including any
exceptions as per the Guideline.
0.5 Office Register To provide Evoenergy’s office register via a publicly available website, 421,424
identifying the classes of offices to which physical separation or co-location
requirements have not been applied by reason of clauses 4.2.1(b)i, or 4.2.1(byiii.
INFORMATION ACCESS AND DISCLOSURE
1.1 Confidential Information | To provide assistance in identifying electricity information and confidential 431,432,
Flowchart information. 433,434
1.2 Information Sharing To provide the information sharing protocol via a publicly available website, that | 4.3.2, 4.3.3,
Protocol sets out how and when it will make confidential information available to RESPs | 4.3.4,4.3.5
and other legal entities on an equal basis.
1.3 Information Register To provide the information register via a publicly available website, that 433,434
publishes all valid requests for access to confidential information (including the
kind of information requested and their description) made by RESPs and other
legal entities who provide contestable electricity services.
1.4 Listed Legal Entities To provide the record of listed legal entities via a publicly available website, 433,434
involving all requests for being included on the register, the date added to the
list and information types requested.
1.5 Information Request Form | To provide a form for legal entities seeking to apply for access to information 4.3.3,4.34,
identified on the information register, such that they can be assessed by 4.3.5
Evoenergy for disclosure of information and responded to with; a confirmation of
whether the information request is complete and valid under the Guideline, and
the timeframe and communication mechanism for the provision of information.
1.6 Register Inclusion Form | To provide a form that legal entities can use to request to be included on the 434,435
information register with respect to all or specific kinds of information.
1.7 Privacy Policy To provide a privacy policy that sets out that confidential information is kept 432
confidential, and that confidential information
is only used for the purpose for which it was acquired or generated.
SERVICE PROVIDERS
P.1 Ring-fencing Fact Sheet | To provide guidance to Evoenergy staff including information about service 441
for Evoenergy providers/contractors.
P.2 Conduct of Service To capture the obligations for conduct of service providers under any new or
Providers- Flowchart varied agreements involve, complying with clauses 4.1, 4.2.1,4.2.2, 4.2.3 and 4.4.1
4.3.2 of the Guideline, and not encouraging or incentivising a service provider to
engage in conduct that would go against the DNSP’s obligations under clause 4
of the Guideline.
WAIVERS
W1 Waiver Register To provide the waiver register via a publicly available website, that records 5.7
waivers that have been successfully submitted to the AER, the description of the
waiver, the terms and conditions of the waiver and its expiration date.
COMPLIANCE AND ENFORCEMENT
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ID Document Name Purpose/ Description Relevant
obligations
CA1 Compliance and Risk To document the end-to-end process for capturing new and amended legislation | 6.1, 6.2, 6.3
Management System relevant to ActewAGL’s operations within the ActewAGL compliance and risk
(AR!A) management database (ARIA) including the required monitoring of operational
compliance against obligations. This system is relevant to compliance controls
already in place to address compliance with existing legal obligations.
Cc.2 Compliance Management | To provide business with tools and knowledge of practices and systems to 6.1,6.3,6.4
Manual support legislative compliance.
C.3 Incident Management Documents the process for all incident management within ActewAGL and 6.3
Manual Evoenergy
c4 SAP’s Register Provided on Evoenergy’s public accessible website; identifies each regulated 6.2.3
stand-alone power system used by the DNSP to provide other services:
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