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Important notice

The information in this publication is for general guidance only. It does not constitute legal or other professional advice. You
should seek legal advice or other professional advice in relation to your particular circumstances.

The AER has made every reasonable effort to provide current and accurate information, but it does not warrant or make any
guarantees about the accuracy, currency or completeness of information in this publication.

Parties who wish to re-publish or otherwise use the information in this publication should check the information for currency and
accuracy prior to publication.

At the AER, we use artificial intelligence (Al) to enhance our internal productivity and data analysis. Our Al tools do not make
decisions or take action on our behalf. We maintain high standards of security measures to safeguard personal information.

The AER remains fully responsible for all work and oversight, including checking the quality of any Al outputs. We ensure our Al
use complies with all legal and regulatory requirements. To learn more, see the ACCC/AER Al transparency statement. If you
have any questions about this statement or would like further information on our use of Al, please contact us.

Inquiries about this publication should be addressed to:
Australian Energy Regulator

GPO Box 3131

Canberra ACT 2601

Email: aerinquiry@aer.gov.au

Tel: 1300 585 165
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Summary

This guideline sets out the general policy of the Australian Energy Regulator on the collection, use and
disclosure of information.

General policy

(@) The AER will use its statutory powers to obtain information where appropriate. Depending on the
circumstances, the AER may prefer to obtain information on a voluntary basis.

(b) The AER holds a significant amount of in-house information and collects a wide range of data on
various industries. Where practical, the AER will endeavour to draw upon existing information sources
to avoid unnecessary duplication of effort and to minimise the burden placed on those from whom
information is requested.

(c) Information (including confidential information) collected by the AER may be viewed by AER
members, staff and consultants (for example, when the AER obtains an opinion or analysis by an
internal or external economic, legal or industry adviser).

(d) Ifthe AER has obtained information in the course of one matter which is relevant to another matter,
the AER will, in general, use that information in the context of the other matter subject to any specific
legal requirement to the contrary. For example, information (including confidential information)
collected by the AER may be used by the ACCC and vice versa. In general, the AER will not accept
conditions that seek to limit the use of information to a particular matter.

(e) Ingeneral, a party that provides information to the AER should clearly identify the part of the
information that it regards as confidential. Unless otherwise indicated, reasons should also be
provided in support of that claim. The identified information must be genuinely of a confidential
nature and not otherwise publicly available.

(f) The AER is committed to treating confidential information responsibly and in accordance with
the law. In some circumstances, the AER may be legally required to produce confidential
information. In most cases, the AER will endeavour to notify and consult the person who
provided confidential information about the proposed release of that information.

(9) The AER recognises that in some cases release of information provided by complainants and
informants (such as their identity) may have a substantial adverse effect on that party. This may
also affect the willingness of other information providers to assist the AER in its functions. Where
requested to do so, the AER will, to the extent reasonably possible, seek to protect that
information.

(h) The AER recognises that the disclosure of confidential commercial information in respect of a
business may have a substantial adverse effect on the interests of that business. However, the AER
function may also substantially affect other parties (such as access seekers or competitors) and
some disclosure of information may be necessary for open and transparent decision-making. In
these circumstances, options available to the AER may include:

* releasing aggregated data

 disclosing the substance of submissions rather than releasing individual submissions or
disclosing the identity of the information provider

 restricting disclosure to limited internal personnel and external lawyers and consultants either by
agreement or by order (such as in the context of arbitrations).

The application of this general policy will depend on the particular situation. The AER will depart from the
general policy where appropriate.

The AER has also issued guidelines that cover information issues in particular areas.



Introduction

The AER is Australia’s national energy market regulator. The AER’s functions are set out in national energy
market legislation and rules.

The purpose of this guideline is to provide clarity to stakeholders as to how the AER:

¢ obtains information (including the use of its statutory powers to require the provision of information)
» uses that information (including the use of information obtained for one matter, for another matter)

» discloses that information outside the AER.

The application of this guideline will depend on the particular situation. The AER will depart from the general
policy where appropriate.

The AER has also issued guidelines that cover information issues in particular areas. Energy network
business should also refer to the AER’s Confidentiality guideline released in August 2017.

This document supersedes earlier guidelines on the collection, use and disclosure of information, although there
may be pre-existing matters where the earlier guidelines continue to be relevant.


https://www.aer.gov.au/industry/registers/resources/guidelines/confidentiality-guideline-2017

1. Collection of information

The AER needs reliable and timely information to perform its functions. This section:
* describes how the AER collects information
+ setsoutthe AER’s general approach to the collection of information

* provides guidance for parties on how to provide information to the AER.

1.1 How the AER collects information

The AER obtains information from many sources (including complainants, informants, industry participants,
experts and other government agencies). The information may be publicly available or may be provided
voluntarily or under compulsion.

The compulsory information gathering powers include:
(@) Compulsory notices

Under s. 28 of the National Electricity Law (NEL), section 42 of the National Gas Law (NGL ), and section 206
of the National Energy Retail Law (NERL), the AER may require a person to provide information or documents
relevant to the AER’s performance or exercise of its functions or powers.

(b) Search and seizure

Under s. 21 of the NEL and s. 35 of the NGL, the AER may in certain cases (usually related to a possible
contravention of the relevant regime) obtain information by entering premises under a search warrant.

(c) Ongoing record keeping and information provision

In some instances, parties can be required to undertake ongoing record-keeping and to provide the AER with
this information on a regular basis.

This includes:

* regulatory information notices and general regulatory information orders under the NEL and NGL

» market monitoring information notices and market monitoring information orders under the NEL and NGL.
(d) Summonses

For certain functions (including arbitrations of access disputes under the NEL and NGL), the AER may summon
a witness to give evidence and provide documents.

(e) Litigation

Where the AER is a party to a matter before a court or tribunal, it may obtain information through court or tribunal
powers such as orders for discovery, notices to produce and subpoenas.

1 Forexample, unders. 142(2) of the NEL and s. 201(2) of the NGL.



1.2 AER general approach

Depending on the circumstances, the AER may prefer to obtain information on a voluntary basis, without
recourse to its statutory powers. Obtaining information voluntarily can be less intrusive, faster and more flexible.

However, the AER will use its statutory powers to obtain information where appropriate. For example, where:
o there s arisk of destruction, removal or alteration of information sought by the AER

o aparty may not provide all or part of the information voluntarily

e aparty may seek to attach conditions that could constrain the AER in the exercise of its functions

» the information is required within a certain timeframe

* it protects the information provider (for example, from being identified, breaching any duties of
confidence or any retribution that might flow from appearing to cooperate with the AER)

* businesses in a regulated industry are required to provide information at regular intervals and in a
consistent format.

The AER recognises that the provision of information to the AER may involve the provider in considerable
work and expense. The AER is committed to collecting information responsibly. In particular:

(a) The AER holds a significant amount of in-house information and collects a wide range of data on various
industries. Where practical, the AER will endeavour to draw upon existing information sources to avoid
unnecessary duplication of effort and to minimise the burden placed on those from whom information is
requested.

(b) The AER will act in accordance with the law, including the Privacy Act 1988 (Cth), which sets out privacy
principles that guide the collection, use and disclosure of personal information.

1.3 Providing information to the AER

The following guidelines are intended to assist parties providing information to the AER.
(@) Submissions

The AER prefers all written submissions to be in an electronic format (MS Word or PDF format) that is text-
searchable and allows a ‘copy and paste’ function.

It is in the submitter’s interest that the submission be lodged within the time specified by the AER. In some cases,
the AER may not consider a late submission?, or may give less weight to that submission (for example, where the
timeframe precludes a full and timely analysis of the submission).

(b) Confidential information

Submissions will generally be treated as public documents and posted on the AER website. In
general, a party that provides information to the AER should:

(iy Forallinformation, clearly identify the part of the information that it regards as confidential—a blanket claim
for confidentiality over the entirety of the information provided should not be made unless all such
information is truly regarded as confidential. The identified information must be genuinely of a
confidential nature and not otherwise publicly available.

(i) Inthe case of a submission (and, where appropriate, other documents), submit both a public and
confidential version of the document. The public version of the document should clearly identify the
confidential material by replacing the material with the word ‘Confidential’. Deleted text should be left blank
to retain the same formatting and page numbers as the confidential version.

2 For example, unders. 28ZC of the NEL and s. 65 of the NGL.



(iii) Inthe case of all documents, clearly mark ‘Confidential’ on the relevant part(s) of the document (to
reduce the risk of inadvertent disclosure).

(iv) Unless otherwise indicated, provide reasons in support of the confidentiality claim.

In the case of submissions, the AER may give less weight to confidential information (for example, where the
AER has not been able to test the information).

If confidential materials are posted to the AER, registered post should be used. The AER is not responsible for
the loss of documents for which it has not signed.

(c) Redactions

At times, parties have, in documents provided in response to AER compulsory information-gathering powers,
sought to redact or ‘black-out’ information they do not consider relevant.

The AER position is that in general its compulsory information-gathering powers provide for the production of
entire documents, not parts of documents. As a result, it is generally inappropriate to provide responses that
redact or black-out information.

The AER expects that parties will not provide redacted information without first discussing the matter with the
AER.




2. Use of information

This section:
¢ explains the structure of the AER

* sets out the AER’s general approach to the use of information.

2.1 AER structure

The AER consists of two Commonwealth AER members and three state/territory AER members. The
Commonwealth AER members must also be ACCC members. The state/territory AER members are taken
to be ACCC associate members. ACCC staff and consultants assist the AER to perform its functions.

The Competition and Consumer Act provides for information-sharing between the ACCC and AER.?

2.2 AER general approach

The AER has multiple functions and may hold information produced in the course of one matter thatis
relevant to another matter. Ignoring such information may prevent the AER from properly performing its
functions, lead to inappropriate outcomes or the duplication of information collection, or be administratively
impractical.

The AER’s general approach is as follows:

(@) Information (including confidential information) collected by the AER may be viewed by AER members, staff
and consultants (for example, when the AER obtains an opinion or analysis by an internal or external

economic, legal or industry adviser).

(b) Where information is provided voluntarily, the AER will generally not accept conditions that seek to limit the
use of that information to a particular matter (unless there is a specific legal requirement to the contrary).

(c) Where information is provided under a compulsory power, the provider is unable to place conditions on the
information. The purposes for which the AER may use the information will be determined by the relevant

legal context.

(d) Where the AER obtains information as the result of litigation, it is subject to the obligations regarding
use of such information that apply to any litigant.

3 Underss. 44AAF and 157A of the Competition and Consumer Act.



3. Disclosure of information

This section:
* describes when the AER may or must disclose information

o sets out the AER’s general policy on the disclosure of confidential information.

3.1 Circumstances in which the AER may or must disclose information

The AER (including its staff and internal and external consultants) are subject to a number of general prohibitions
on making an unauthorised disclosure of information.* The circumstances in which the AER may or must
disclose information include:

(@) Disclosure required by a third party
The AER can be required to produce material in certain circumstances including:

¢ as part of the AER’s performance of its duties or functions where there is a legislative obligation or a duty to
provide procedural fairness. For example, the legislation may require the AER to make applications and
submissions publicly available, publish its decision and reasons, and place material on a public register

* inresponse to a request under the Freedom of Information Act 1982 (Cth) (the Freedom of
Information Act)

e as part of its duty to provide discovery or comply with a notice to produce in proceedings it initiated or in
proceedings against it

* inresponse to a subpoena or summons issued in proceedings between third parties

* inresponse to a minister, house of parliament or another government agency’s power to obtain
information, and

o underthe Archives Act 1983 (Cth) (which is concerned with the preservation and use of archival
resources).

(b) Disclosure of confidential information

The Competition and Consumer Act and other legislation provide for the AER to disclose confidential
information in certain circumstances. For example:

Under s. 44AAF of the Competition and Consumer Act, the AER is permitted to disclose confidential
information to certain government agencies.®

4 Forexample, s. 70 of the Crimes Act 1914 (Cth); s. 13 of the Public Service Act 1999 (Cth); regulation no. 2.1, of the Public Service Regulations
1999 (Cth); Privacy Act 1988 (Cth); and ss. 44AAF of the Competition and Consumer Act.

5 Inadditiontothe AER, the agencies are the Australian Energy Market Commission, and (in the case of the AER) the National Electricity Market
Management Company Limited and other bodies prescribed by regulation.



(c) Disclosure of personal information

The Privacy Act prohibits the AER from disclosing personal information for a purpose other than the purpose for
which it was collected unless, for example®:

« the information provider has given their consent

» the information provider would reasonably expect the information to be used for the other purpose and it is
related to the purpose for which it was collected

o disclosure is necessary to prevent or lessen a serious and imminent threat to life or health
o thelaw or a court/tribunal order requires or authorises the disclosure

o thedisclosure is reasonably necessary for enforcement of the criminal law or of a law imposing a
pecuniary penalty, or for the protection of public revenue.

3.2 Disclosure of confidential information

The AER’s general approach to the disclosure of confidential information (to a party other than ACCC or AER
members, staff or consultants) is as follows:

(@) The AER is committed to treating confidential information responsibly and in accordance with the
law. In some circumstances, the AER may be legally required to produce confidential
information.

(b) Inmost cases, the AER will endeavour to notify and consult the person who provided
confidential information about the proposed release of that information. For example:

* Where the AER is required to produce documents in response to a subpoena or discovery order, it
will endeavour to advise that person, thereby allowing that person an opportunity to seek
confidentiality orders.

The Freedom of Information Act requires the AER to consult, as far as practicable, any person
whose business or professional affairs or personal information is contained in a document before
disclosure and gives such a person rights of review in relation to any decision to release such
information.”

However, in some cases, prior notification and consultation may not occur (for example, where the AER is
required to produce material to another government agency, and notification would compromise the other
agency’s performance of its functions).

(c) The AER recognises that in some cases release of information provided by complainants and
informants (such as their identity) may have a substantial adverse effect on that party. This may also
affect the willingness of other information providers to assist the AER in its functions. Where
requested to do so, the AER will, to the extent reasonably possible, seek to protect that information.

(d) The AERwill, if requested and where appropriate, take steps to protect informants from being the subject
of legal proceedings solely because they provide assistance. The AER may, for example, assist an
informant in responding to an action for defamation or breach of confidence arising from cooperation with
the AER.

6  SeeAustralian Privacy Principle 6 set out in Schedule 1 of the Privacy Act.
7  Sections 27 and 27A of the Freedom of Information Act.



(e) The AER recognises that the disclosure of confidential commercial information in respect of a business
may have a substantial adverse effect on the interests of that business. However, the AER function may
also substantially affect other parties (such as access seekers or competitors) and some disclosure of
information may be necessary for open and transparent decision-making. In these circumstances,
options available to the AER may include:

* releasing aggregated data

o disclosing the substance of submissions rather than releasing individual submissions or disclosing
the identity of the information provider

 restricting disclosure to limited internal personnel and external lawyers and consultants either by
agreement or by order (such as in the context of arbitrations).

4. Other references

The AER has published a range of guidelines covering the relevant legal rules and practices in particular
areas. These documents should be referred to for guidance on the AER’s information policies in those
areas.

Further information on the AER’s functions can be found on the AER website.

Contacts
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