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We have an ongoing SCADA end of life replacement program, whereby we will typically replace 
any assets that are at the end of their technical lives and/or are in poor condition. As part of this 
program, we also address any non-compliance issues where prudent and efficient to do so. 

RTUs are an integral component of the SCADA system. They are used to collect and code data 
into a format that is transmittable and transmit the data back to a central station. During the next 
access arrangement (AA) period (2023/24 to 2027/28), RTUs at 39 critical sites will be replaced as 
they are beyond the end of their technical design life. As part of the end of life replacement 
program, we will also replace cabinets at 42 sites and transmitters at 19 sites. The age of SCADA 
equipment is a good indicator of its condition. The older the asset, the more likely it is to fail. 
Where an asset is beyond the technical design life, there is also limited support for, and 
replacement parts for equipment.  

Having end of life and unsupported SCADA, increases the likelihood of the SCADA system failing 
and a pressure incident affecting the safety and reliability of services to customers. We have 
conducted a desktop review and found that 19 of the 154 sites also have old electrical equipment 
(such as junction boxes and wiring) that do not meet the hazardous areas requirements under AS 
3000:2018. 

We therefore propose to replace the end-of-life equipment and address the hazardous area 
compliance requirements as part of the ongoing program for the next AA period (2023 to 2028). 

1.4 Risk assessment 

Risk management is a constant cycle of identification, 
analysis, treatment, monitoring, reporting and then back to 
identification (as illustrated in Figure 1-1). When considering 
risk and determining the appropriate mitigation activities, we 
seek to balance the risk outcome with our delivery 
capabilities and cost implications. Consistent with stakeholder 
expectations, safety and reliability of supply are our highest 
priorities. 

Our risk assessment approach focuses on understanding the 
potential severity of failure events associated with each asset 
and the likelihood that the event will occur. Based on these 
two key inputs, the risk assessment and derived risk rating 
then guides the actions required to reduce or manage the 
risk to an acceptable level. 

Our risk management framework is based on:  

• AS/NZS ISO 31000 Risk Management – Principles and Guidelines; 

• AS 2885 Pipelines-Gas and Liquid Petroleum; and  

• AS/NZS 4645 Gas Distribution Network Management.  

The Gas Act 1997 and Gas Regulations 2012, through their incorporation of AS/NZS 4645 and the 
Work Health and Safety Act 2012, place a regulatory obligation and requirement on us to reduce 
risks rated high or extreme to low or negligible as soon as possible (immediately if extreme). If it 
is not possible to reduce the risk to low or negligible, then we must reduce the risk to as low as 
reasonably practicable (ALARP). 

When assessing risk for the purpose of investment decisions, rather than analysing all conceivable 
risks associated with an asset, we look at a credible, primary risk event to test the level of 

Figure 1-1: Risk management principles 
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The overall risk is rated moderate, however the untreated risk is not considered to be ALARP, as 
replacing end of life assets is a practicable risk mitigation. Further, if end of life assets are not 
replaced and increasing volumes of assets are left in situ for a long time, the overall risk rating will 
only increase. 

1.5 Options considered 

We have considered the following options to address the risks associated with end of life and non-
compliant SCADA equipment. These options are:  

• Option 1 – Reactively repair and replace on failure 

• Option 2 – Continue the proactive replacement program  

These options are discussed in the following sections. 

1.5.1 Option 1 – Reactively repair and replace on failure 

Under this option, we will continue to monitor SCADA equipment on an annual basis as part of the 
current preventive maintenance program4. However, proactive replacement would not undertaken. 
Equipment would only be repaired or replaced when it fails. 

With this option, the volume of SCADA equipment replacements undertaken in the next five years 
would be directly driven by the number of breakages/outages experienced on these assets. While 
it is not possible to predict with accuracy the number of failures that will occur over the next five 
years, given many assets are approaching their 10-year-end of life replacement cycles, the 
likelihood of failure is expected to be higher than during the current AA period if not treated 
proactively.  

Given the cost of reactive replacement is significantly more expensive than proactive replacement, 
the potential cost of works during the next five years is significantly greater than the proposed 
proactive works program if widespread asset failure arises. 

Should asset failure be lower than expected, the overall cost of reactive SCADA equipment 
replacements may be less than forecast. However, the residual risk associated with these assets 
will not be addressed, as several aged and/or obsolete SCADA assets will remain in the network. 
AGN’s Asset Management Strategy and risk management framework requires AGN to address all 
risks rated as high, and reduce them to low or ALARP. A reactive approach would not achieve this.  

These potentially higher costs and unaddressed residual risk are not tolerable for AGN or our 
customers. An entirely reactive ‘replace on failure’ approach to managing SCADA equipment is not 
consistent with good asset management practice, and therefore not consistent with NGR 79(1)(a). 

1.5.1.1 Cost assessment 

With this option, the unit costs incurred would certainly be higher. Corrective activities are likely to 
incur higher costs compared to planned activities due to: 

• additional travel costs (planned activities allow us to share travel costs across different 
activities at the same location); 

• increased likelihood of overtime and shift penalties (planned activities allow us to optimise 
staff rostering); 

 
4 The maintenance program includes inspecting, testing, calibrating, cleaning and verifying functionality and calculations for all equipment. 
Maintenance is not part of this business case. It is part of the operating expenditure forecast. 
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• Efficient – The cost estimates for this project are based on historical average actuals for 
similar type jobs where SCADA components have been upgraded or replaced. The ability to 
maintain minimum supply pressures will be enhanced by being able to monitor and control 
pressures on a real time basis. Less consumer calls or complaints of poor pressures can be 
anticipated, and the maintaining the ability to control pressures to lower the overall pressure 
in the network will contribute to minimising unaccounted for gas. The proposed expenditure 
can therefore be considered consistent with the expenditure that a prudent service provider 
acting efficiently would incur.

• Consistent with accepted and good industry practice – The proposed expenditure 
follows good industry practice by ensuring that existing safety risks are addressed to low or 
ALARP and in line with current industry practice and design standards. The proposed capital 
expenditure is therefore such as would be incurred by a prudent service provider acting 
efficiently, in accordance with accepted good industry practice.

• To achieve the lowest sustainable cost of delivering pipeline services – The 
sustainable delivery of services includes reducing risks to ALARP and maintaining reliability of 
supply, whilst achieving the lowest sustainable costs by undertaking the works in line with the 
relevant useful life and adopting proven new and emerging technologies and techniques that 
reduce long-term costs. The proposed project will assist in maintaining the operating integrity 
of city gates stations and DRSs, which in turn contributes towards achieving the lowest 
sustainable cost of delivering the reference service by minimising costs associated with onsite 
response to maintain the network. This project is therefore consistent with the objective of 
achieving the lowest sustainable cost of delivering services.

NGR 79(2)  

The proposed capex is justifiable under NGR 79(2)(c), as it is necessary to: 

• Maintain the safety of services (NGR 79(2)(c)(i)) – Not addressing the risk of end of life and
non-compliant SCADA equipment results in an unacceptable safety risk for customers and our
staff, network integrity issues, disruption to customer supply and potential uncontrolled
release of gas. The continued proactive replacement of our SCADA equipment has proven to
reduce the risk of a significant SCADA system failure and will allow us to maintain a level of
service consistent with customer expectations. Moreover, this is the most cost-efficient
solution to reduce the identified risk and is therefore consistent with good industry practice.

• Maintain integrity of services (NGR 79(2)(c)(ii)) – Continued proactive replacement of our
SCADA equipment will minimise supply interruption and potential loss of supply to gas
consumers.

• Comply with a regulatory obligation or requirement (NGR 79(2)(c)(iii)) – The proposed
expenditure will ensure compliance and with obligations and requirements under the Gas
Distribution System Code to use all reasonable endeavours to maintain the minimum pressure
at distribution supply points. This is achieved by ensuring the continuity of electronic data
from monitoring these pressures. Moreover, the proposed expenditure specifically addresses
non-compliance of SCADA equipment with hazardous areas as identified in AS 50079.

NGR 74 

The forecast costs are based on the latest market rate testing and project options consider the 
asset management requirements as per the AGN Victoria and Albury Asset Management Strategy 
(400-PL-AM-0003, Rev1). The estimate has therefore been arrived at on a reasonable basis and 
represents the best estimate possible in the circumstances. 
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We currently have 153 SCADA sites across the network, including at 68 city gate stations, 40 
district regulating stations (DRSs) and 40 fringe points at the edge of the network. Pictures 
of typical SCADA sites are provided at Appendix C. 

The effective operation of our SCADA and communications system is required to ensure we 
have real time visibility of the network, thereby: 

• minimising the risk of the SCADA system failing, leading to a pressure related event, and 
the associated safety and operational impacts; 

• increasing the timeliness of the diagnosis and rectification of a failing or failed critical 
network asset, thereby minimising the safety and operational impacts; 

• allowing us to maintain the risk of those assets failing at ‘as low as reasonably 
practicable’ (ALARP); 

• allowing us to comply with our reporting obligations; 

• improving our ability to comply with safety and reliability standards (AS 4645, 2885 and 
60079, Gas Distribution System Code9 etc); 

• providing critical information about our network assets to allow prudent and efficient 
investment in our network over the long term;  

• helping ensure accurate billing information for our customers; and 

• assisting in minimising unaccounted for gas losses. 

Over the past 10 to 15 years we have established a program of work designed to expand 
the amount of real-time information we have for use in managing pressure in our network. 
As our infrastructure footprint expands, we need to continue to expand the number of 
SCADA sites to ensure we are able to effectively monitor, and sometimes control pressure, 
for the entirety of our network. We do this by adding SCADA at strategic sites at the edge of 
the network or “fringe of grid locations”. This will help us to meet our obligations and avoid 
issues similar to recent pressure events such as those examples provided in Appendix D. 

We continue to monitor the expansion of the network and identify strategic sites across the 
network. A strategic site is one that will be critical to maintaining pressure and services for 
our customers over the next 5-10 years, and would benefit from in would benefit from the 
addition of SCADA for monitoring and control. Our recent desktop assessment identified 70 
sites that meet these criteria. 

Customers served by strategic sites could be affected by (low or high) pressure events, and 
any safety or operational impact would have an extended response time due to the reactive 
nature of the identification of the problem. Perhaps more importantly, as the network 
continues to expand these sites will no longer be at the edge of our network and become 
more central. This means real time monitoring and control through SCADA will be integral to 
the provision of gas services to our customers. 

We have also identified 169 regional and rural locations where communications are 
unreliable due to poor network data coverage. Sub-standard communications infrastructure 

 
9 A functioning SCADA system is vital to AGN meeting its obligations in the Victorian Gas Distribution System Code which requires 
us to use all reasonable endeavours to ensure minimum prescribed pressures are maintained at gas delivery points. 
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leads to delayed or missing data, and means insufficient SCADA monitoring and control is 
available in these ‘blackspot’ areas. 

2.4 Risk assessment 

Risk management is a constant cycle of identification, 
analysis, treatment, monitoring, reporting and then back 
to identification (as illustrated in Figure 2-1). When 
considering risk and determining the appropriate 
mitigation activities, we seek to balance the risk outcome 
with our delivery capabilities and cost implications. 
Consistent with stakeholder expectations, safety and 
reliability of supply are our highest priorities. 

Our risk assessment approach focuses on understanding 
the potential severity of failure events associated with 
each asset and the likelihood that the event will occur. 
Based on these two key inputs, the risk assessment and 
derived risk rating then guides the actions required to 
reduce or manage the risk to an acceptable level. 

Our risk management framework is based on:  

• AS/NZS ISO 31000 Risk Management – Principles and Guidelines;  

• AS 2885 Pipelines-Gas and Liquid Petroleum; and  

• AS/NZS 4645 Gas Distribution Network Management.  

The Gas Act 1997 and Gas Regulations 2012, through their incorporation of AS/NZS 4645 
and the Work Health and Safety Act 2012, place a regulatory obligation and requirement on 
us to reduce risks rated high or extreme to low or negligible as soon as possible 
(immediately if extreme). If it is not possible to reduce the risk to low or negligible, then we 
must reduce the risk to as low as reasonably practicable (ALARP). 

When assessing risk for the purpose of investment decisions, rather than analysing all 
conceivable risks associated with an asset, we look at a credible, primary risk event to test 
the level of investment required. Where that credible risk event has an overall risk rating of 
moderate or higher, we will undertake investment to reduce the risk. 

Seven consequence categories are considered for each type of risk: 

 Health & safety – injuries or illness of a temporary or permanent nature, or death, 

to employees and contractors or members of the public 

 Environment (including heritage) – impact on the surroundings in which the asset 

operates, including natural, built and Aboriginal cultural heritage, soil, water, 

vegetation, fauna, air and their interrelationships 

 Operational capability – disruption in the daily operations and/or the provision of 

services/supply, impacting customers 

 People – impact on engagement, capability or size of our workforce 

 Compliance – the impact from non-compliance with operating licences, legal, 

regulatory, contractual obligations, debt financing covenants or reporting / disclosure 

requirements 

Figure 2-1: Risk management principles 
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NGR 79(1) 

The proposed solution is prudent, efficient, consistent with accepted and good industry 
practice and will achieve the lowest sustainable cost of delivering pipeline services: 

The continued proactive installation of SCADA and communications equipment in our rural 
and regional areas of the network is consistent with the requirements of NGR 79(1)(a). 
Specifically, we consider that the capital expenditure is: 

• Prudent – The expenditure is necessary to deliver gas safely and reliably to the 
downstream network in regional areas and ensure customers’ satisfaction. Proactive 
installation of pressure monitoring equipment at fringe network sites provides an 
enhanced opportunity for incident response and aids the efficient use of capital by 
providing more accurate and complete data for input to augmentation planning. This 
option is therefore prudent and necessary to continue to supply services. The proposed 
risk treatment is consistent with accepted industry practice and current design standards 
and is proven to address the risk of pressure events and the subsequent impact on 
customers. Several practicable options have been considered to address the risk. The 
proposed expenditure is therefore consistent with that which would be incurred by a 
prudent service provider. 

• Efficient – The cost estimates for this project are based on historical average actual 
costs of performing similar work within the last few years. The ability to maintain 
minimum supply pressures at regional area networks will be enhanced by being able to 
monitor pressures at fringe points. Poor network pressures and inadequate gas supply 
can be anticipated and as a result, less calls or complaints will be received from 
consumers. The proposed expenditure can therefore be considered consistent with the 
expenditure that a prudent service provider acting efficiently would incur. 

• Consistent with accepted and good industry practice – The proposed expenditure 
follows good industry practice by taking advantage of technology to improve visibility of 
asset performance. Real time pressure information provides up-to-date data which can 
be used to inform a variety of asset management tasks and functions, from quick 
response to incidents to better planning of augmentation projects. This will ensure us 
that existing safety risks are addressed to low and in line with current industry practice 
and design standards. The proposed capital expenditure is therefore such as would be 
incurred by a prudent service provider acting efficiently, in accordance with accepted 
good industry practice. 

• To achieve the lowest sustainable cost of delivering pipeline services – The 
sustainable delivery of services includes reducing risks to low and maintaining reliability 
of supply, whilst achieving the lowest sustainable costs by undertaking the works in line 
with emerging technologies and techniques that reduce long-term costs. Remote 
monitoring of pressures and electronic storage of pressure data will assist to minimise 
in-field costs associated with poor pressure complaints and inadequate gas supply, and 
will allow better planning of augmentation projects. This project is therefore consistent 
with the objective of achieving the lowest sustainable cost of delivering services. 
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NGR 79(2)  

The proposed capex is justifiable under NGR 79(2)(c), as it is necessary to:  

• Maintain the safety of services (NGR 79(2)(c)(i)) – Not addressing the risk of 
limited SCADA monitoring and communications capability in rural and regional areas of 
the network results in an unacceptable safety risk for customers and our staff, network 
integrity issues, high risk to security and reliability of gas supply to customers. The 
continued proactive installation of effective SCADA and communications equipment in 
rural and regional areas has proven to reduce the risk of low pressure network by the 
ability to monitor pressures on a real time basis and will allow us to maintain a level of 
service consistent with customer expectations. Moreover, this is the most cost efficient 
solution to reduce the identified risk and is therefore consistent with good industry 
practice. 

• Maintain integrity of services (NGR 79(2)(c)(ii)) – Continued proactive installation 
of effective SCADA and communications equipment in rural and regional areas of the 
network will minimise poor pressures, supply interruption and potential loss of supply to 
gas consumers. 

• Comply with a regulatory obligation or requirement (NGR 79(2)(c)(iii)) – The 
proposed expenditure will ensure compliance and with obligations and requirements 
under the Victorian Gas Distribution System Code to use all reasonable endeavours to 
maintain the minimum pressure at distribution supply points. This is achieved by 
ensuring the continuity of electronic data from real time monitoring these pressures.  

NGR 74 

The forecast costs are based on the latest market rate testing and project options consider 
the asset management requirements as per the Asset Management Strategy. The estimate 
has therefore been arrived at on a reasonable basis and represents the best estimate 
possible in the circumstances. 
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Appendix D – Examples of supply incidents addressed by SCADA 

July 2021 - Poor / no gas supply reports from 44 customers in the Wollert area during 
an evening peak.  

Modelling indicated that around 1,400 customers had poor or no gas supply. The root cause 
identified to be a combination of high growth in the area and a valve that had been inadvertently 
left closed. The presence of an RTU in the growth area would have given real time visibility of 
supply and alerted us to low gas pressures prior to this incident. This would have allowed for a 
proper investigation to be carried out and the valve to be opened before the supply event 
occurred. 

August 2020 - A recently commissioned fringe RTU picked up pressures lower than 
140 kPa (the minimum design pressure) in the Laurimar Park Network.  

Low pressures detected by a fringe RTU indicated that growth in the area was occurring more 
quickly than expected. This information allowed us to bring forward an augmentation to ensure 
the network would be able to meet the 2021 winter peak. 

Had this RTU not been in place, there is a risk the pressure drop would not have been detected, 
leading to poor supply and/or outages during peak demand times. Early detection of the pressure 
issues meant we could conduct the necessary works proactively, allowing us to schedule resource 
efficiently to do the work. A reactive approach (i.e. responding to customer complaints or asset 
failure) would have been significant less efficient and more disruptive to customers. 

April 2020 - High outlet pressures at one of the district regulators in the Melbourne 
CBD 

There are eight DRS sites in and around the Melbourne CBD. Until recently, only two of these sites 
had SCADA. In April 2020, we became aware of high pressure anomalies in the CBD network that 
were occurring during low load periods overnight. 

The lack of SCADA at six of the eight sites meant it was extremely difficult to identify which DRS 
was producing the high outlet pressures. Several sites were visited to work out which one that 
was causing the issue. There was limited data available at the two sites in the CBD which had 
SCADA. We therefore had to place pressure recorders at the six unmonitored sites to allow us to 
identify the cause of the problem. 

While manual placement of pressure recorders is effective, it is a slow and reactive method of 
managing potential supply issues. Thankfully, supply pressures in this case did not exceed MAOP, 
and we were ultimately able to detect and address the faulty DRS. However, the Melbourne CBD 
was at a heightened risk of supply disruption during the time it took to detect the root cause of 
the pressure increases. 

Installation of SCADA at the six unmonitored CBD sites is currently underway, which will give us 
visibility of the performance of all the DRS in the CBD. This will enable us to respond to future 
high outlet pressures, or any other issue, in a timelier manner. 

 






