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1 Document Background

1.1 Purpose of this document

The purpose of this document is to outline a business case for a proposed program of work that will
form part of AusNet Services’ Technology EDPR submission.
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5 Assessment and recommended option
51 Assessment of the options
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6 Attachment — Risks level matrix

The figure below shows the risk level matrix to which we have assessed each of the risks within the
options. Risks of highest concern are rated red, whereas those of lowest concern are rated blue.

Figure 6-1
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7 AES-CSF domains and practices

Domains AESCSF Practices
RM Risk Management o Establish Cybersecurity Risk Management Strategy
e Manage Cybersecurity Risk
ACM Asse_t, Ch'c_mge, and e Manage Asset Inventory
Configuration e Manage Asset Configuration
Management
¢ Manage Changes to Assets
IAM Identity and Access e Establish and Maintain Identities
Management e Control Access
TVM Threat and Vulnerability | e« Identify and Respond to Threats
Management

¢ Reduce Cybersecurity Vulnerabilities

SA Situational Awareness | e Perform Logging
e Perform Monitoring
¢ Establish and Maintain a Common Operating Picture

ISC Information Sharing e Share Cybersecurity Information
and Communications

IR Event and Incide_nt _ e Detect Cybersecurity Events
Response, Continuity of | ,  Egcalate Cybersecurity Events and Declare Incidents

Operations . .
P ¢ Respond to Incidents and Escalated Cybersecurity Events
¢ Plan for Continuity
EDM Supply Chain and ¢ |dentify Dependencies
External Dependencies | , Manage Dependency Risk
Management
WM Workforce e Assign Cybersecurity Responsibilities
Management e Control the Workforce Life Cycle
e Develop Cybersecurity Workforce
¢ Increase Cybersecurity Awareness
CPM Cybersecurity Program | e  Establish Cybersecurity Program Strategy
Management e Sponsor Cybersecurity Program
¢ Establish and Maintain Cybersecurity Architecture
e Perform Secure Software Development
APM Australian Privacy e Focuses on matters that intersect with or provide cyber
Management security maturity.

e Leverage the Australian Privacy Principles and the office
of the Australian Information Commissioner. Privacy
related elements of the international standard.
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