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3. CONTEXT 
 

3.1. Background  

This document outlines the case for investment to strengthen Ausgrid’s OT resilience and to 
maintain a secure environment in defending against cyber threats, both remote and local, and 
mitigate risks associated with known vulnerabilities. 

Ausgrid’s OT system is used to monitor and control the flow of electricity by operating network 
switches and intelligent devices across the grid. The OT system includes a large number of 
long-lived field devices, connected to our control centres via wide-area communications 
networks. The field devices and communications networks are complex and expensive to 
replace. 

Figure 1- Schematic Representation of Ausgrid’s OT System 

 

This security program will also enable Ausgrid to maintain industry best practice as required 
in its Electricity Distribution Licence Conditions, maintain compliance with Security of Critical 
Infrastructure (SOCI) Act 2018, and regulatory obligations, and will meet Ausgrid’s risk 
appetite with respect to cyber risks and resiliency of OT systems  

. 
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To achieve this objective a range of technology controls, specific to the utilities industry, will 
be implemented within the electricity network control system and processes established to 
maintain these controls in alignment with security level 3 of the Australian Energy Sector Cyber 
Security Framework (AESCSF). This approach will achieve the greatest NPV for customers. 

3.1. Problem/opportunity 

Electricity is an integral part of all modern economies, supporting a range of critical services 
including health care, transportation, communications, banking and gas and water utilities. 
The secure supply of electricity is of paramount importance. 

Digitalisation is rapidly transforming the energy system, bringing many benefits for businesses 
and consumers. At the same time, increased connectivity (to both the electricity grid and IT 
system) and automation raises risks to cyber security and the threat of cyber-attacks. A 
successful attack could trigger the loss of control over devices and processes in the electricity 
systems, in turn causing physical damage and widespread service and community disruption. 

Figure 2 - Potential ways an attacker could compromise energy systems 

 

Cyber-attacks and espionage (illegally gaining access to confidential information) are 
significant threats to critical infrastructure in Australia due to the country’s geopolitical and 
economic position. Throughout 2022, cyber-attacks and espionage activity have been directed 
at the Australian Government, critical infrastructure, and financial services institutions alike. 
The Australian Cyber Security Centre (ACSC) states that approximately one quarter of 
reported cyber security incidents affected entities associated with Australia’s critical 
infrastructure in 2021. Cyber-attacks are increasing in frequency, with a 13% increase in 
cyber-attacks reported by Australian entities to the ACSC in 2020-21. 

In March 2022, the ACSC notified Ausgrid that Australian organisations should adopt an 
enhanced cyber security posture and improve their resilience given the heightened threat 
environment. It noted that the attack on Ukraine has led to “a heightened cyber threat 
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environment. It noted that the attack on Ukraine has led to “a heightened cyber threat 
environment globally, and the risk of cyber-attacks on Australian networks, either directly or 
inadvertently, has increased”.2 

Our strategy to transform into a Distributed Systems Operator (DSO) will result in emerging 
challenges posed by connected devices, smart grids and DER. Adopting innovative and 
secure technologies will be essential to realise the customer benefits presented by this 
opportunity. 

Key drivers shaping cyber security planning in the energy sector include: 
1. Increasing digitisation and automation of critical energy systems, increasing the risk of 

disruption through cyber-attacks; 
2. International incidents related to critical infrastructure in the energy sector that have been 

attributed to cyber threat actors; 
3. Increasing level of concern and urgency from Australian Government agencies in relation 

to cyber threats; 
4. Increased usage of DER within the distribution network, introducing new methods of 

gaining unauthorised access to the electrical network; 
5. Increasing ransomware attacks targeted to cause maximum harm to customers and 

communities; 
6. Theft of sensitive data, as the volume of data collected and stored by organisations has 

increased significantly; 
7. Developments in, and increasing adoption of, emerging technologies such as robotics, 

quantum computing and predictive intelligence; and 
8. Increasing complications in cyber-attack response planning due to the complexity, 

interconnectedness and interdependence of systems and cloud environments, and third-
party hosts and support partners. 

There are significant implications of a cyber-attack on Ausgrid and our customers. Our network 
is critical to the national economy as it services the Sydney CBD and other critical 
infrastructure businesses which account for 30% of Australia’s gross domestic product 
(GDP)3.  Figure 3 below shows the geography serviced by Ausgrid and indicates the number 
of consumers, business and organisations potentially impacted by a cyber-attack on our 
distribution network. 
  

 
2 ACSC, Australian organisations should urgently adopt an enhanced cybersecurity posture, 28 March 2022. 
3 NSW Government, Sydney Facts, https://invest.nsw.gov.au/why-nsw/sydney-facts, Accessed: 25 February 2022. 
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Ausgrid’s core control system is currently being replaced by a modern Advanced Distribution 
Management System (ADMS). The ADMS application will enable the retirement of some legacy core 
infrastructure components. 

 
 

 

As required by critical infrastructure licence conditions, Ausgrid must use best industry practice for 
management of electricity network control systems and ensure that operation and control of its 
distribution system, including all associated infrastructure, can only be accessed, operated and 
controlled from within Australia. 

These OT applications and systems are integral to performing key network functions and ensuring the 
distribution of electricity to Ausgrid’s customers. Asset lives increase as deployment of these devices 
or communications becomes further from central locations limiting access, specifically in substations, 
on pole top structures, or communications assets connecting these sites. 

Security controls need to be continually updated to ensure they accommodate new technology 
developments, threats and vulnerabilities. To minimise the cost of replacing long lived assets at a 
shorter period due to the need to maintain modern security features, the program aims to deploy 
solutions through a range of projects to minimise the impact to the overall electricity network control 
system from the use of legacy network control devices.  This requires appropriate communications 
segregation and central control system protections. Where this cannot be achieved legacy field devices 
are required to be replaced or sophisticated monitoring installed. 

Ausgrid will continue to invest in a number of systems to increase the resilience of the OT and enable 
the remote control and management of associated secondary systems which provide protection, control 
and monitoring of the electrical network.  This investment is in addition to enterprise cyber security 
controls that protect against a malicious attacker utilising the internet or corporate applications or 
systems to compromise the integrity of the IT environment. 
 

3.6. Investment objectives 
This program is designed to achieve the following specific objectives: 

• Mitigate assessed, known, emerging and future cyber security risks to the OT environment; 
• Maintain compliance with regulatory obligations and work towards SP3 process compliance 

and security control obligations as the SOCI Act evolves; 
• Counter the increasing attention Ausgrid faces from threat actors; 
• Maintain control design and effectiveness of implemented OT security controls; 
• Implement new OT security controls to mitigate known, unmanaged risks in the OT 

environment; 
• Provide Ausgrid and its customers the confidence that Ausgrid can identify, detect, protect and 

respond to increasing cyber security threats; 
• Develop the capability to securely integrate new technology into the network to drive efficiency 

in energy distribution over the long term; 

• Modernise the OT security functionality to keep pace with external cyber capability and facilitate 
the adoption of new capabilities, technology and equipment to prevent breaches of the OT 
environment; 

• Improve the resilience of customer energy supply in the face of a changing external threat 
landscape and increasing societal dependency on electricity; and  
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5. RECOMMENDATION 

5.1. Recommended solution 

 
The risk outcomes from the program are shown below in Figure 8 where the benefits from the 
investment in the 2024-2029 period continue to accrue into the longer term with limited expenditure to 
maintain controls. 

The benefits (difference between the unmitigated and residual risk) shown in Figure 8 below continue 
beyond the period shown resulting in a positive NPV outcome. I.e. Benefits continue to accrue beyond 
the date at which the investment is concluded and will continue until the assets supporting the risk 
mitigation reaches end of life and are replaced or upgraded. 

Figure 7 – OT Security Program Risk Outcomes 

 

5.2. Alignment to strategy 
The recommended option is included in Ausgrid’s business plan and aligns to the current Corporate, 
Network, Asset Management and Cyber Security strategies. It also meets the NER expenditure 
objectives, criteria and factors relating to prudency and efficiency of expenditure.  

Recommended Solution 
• Option 3 is the recommended OT security program as it includes a portfolio of projects that 

delivers the highest net benefits and seeks to achieve full compliance with regulatory obligations 
for management of Operational Technology 

• This program option will proactively reduce cyber risk within the OT domain to mitigate all known 
risks SFAIRP and within Ausgrid’s appetite while fully meeting licence conditions requiring the 
management of OT with ‘best practice’ 

• The program will also seek to implement process controls to achieve security profile level 3 as 
defined in the Australian Energy Sector Cyber Security Framework. 
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APPENDIX C – INDUSTRY BEST PRACTICE FOR OPERATIONAL TECHNOLOGY 

Purpose 
This appendix outlines the recent history regarding the cyber security uplift to Ausgrid’s Operational 
Technology (OT) domain, including a summary of obligations and background to the introduction of the 
Critical Infrastructure Licence Conditions, the Critical Infrastructure Act 2018 and associated 
implications to Ausgrid’s Operational Technology environment. This document also outlines Ausgrid’s 
interpretation of ‘best industry practice for electricity network control systems’ as referenced in Ausgrid’s 
Licence Conditions. 

Background 
The industrial control systems within the electrical network industry, known as OT, are defined as the 
application of information technology systems for the purpose of directly operating or managing devices 
on the electricity network, including the integration of remote devices (field and substation) with 
supervisory control and data acquisition (SCADA) systems using communications links to provide a 
platform that is used to monitor and operate the underlying asset. 

It includes any hardware or software which detects or causes a change to network operation through 
the direct monitoring and/or control of physical devices, processes and events in the distribution system. 
This is often referred to as the ‘cranking path’ by practitioners in determining what action could related 
to a change in the configured electricity network state. 

Historically, industrial control systems utilised specialised, bespoke hardware and dedicated 
communication channels. However, in the last 25 years, SCADA systems have moved away from 
bespoke hardware to utilising similar or identical Information Technology (IT) platforms.  These 
platforms provide improved functionality, flexibility and redundancy for lower cost, however, require 
different skills and capability to manage.  Importantly these systems share some security vulnerabilities 
that can affect corporate IT systems that bespoke industrial systems were not exposed to historically. 
Management of these security vulnerabilities in the OT environment is a fast-evolving area and has 
become a significant focus of utilities and governments around the world. 

Challenges of OT/IT Convergence 
The term OT/IT convergence reflects patterns of similarity between the two environments. There are 
two common industry trends that are reflective of OT/IT convergence but are quite different in their 
impacts on cyber security. The first is the use of IT hardware systems within the OT environment. As 
systems rely on more commonplace technologies, we witness OT hardware being similar to that which 
is employed in the IT space. The systems might appear the same but have quite different purpose and 
function. The second trend is business enablement which sees the controlled interaction between OT 
and IT systems to support operational activities and business insight.  

Whilst the benefits of this convergence exist, there remain a number of important differences in the 
architecture, configuration and purpose between the two domains.  Traditional IT security objectives 
(heavily influenced by the banking and financial sectors) typically follow the priorities of confidentiality, 
integrity and availability.  In the case of control systems, and particularly electricity networks, the 
consequences of a security breach are very different and therefore the priorities are different.  

The combined importance of safety, availability and integrity within an OT system mean that nothing 
must be done on the active control system network that would interfere or disrupt the time-critical 
operations of the system where there are potentially adverse safety outcomes. In the control systems 
environment, the security objectives of the IT world are replaced by human health and safety, availability 
of the system, and timeliness and integrity of the data. 

Table 1 illustrates the key differences in the priority of various system objectives and the key 
consequences from the loss of system function from a cyber security intrusion. This is exaggerated by 
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A key change at this point in time was the introduction of additional ‘Critical Infrastructure Licence 
Conditions’ (Conditions 9, 10 and 11). These requirements describe the significance of infrastructure 
being managed by Ausgrid, as described in the excerpt below: 

 

The Critical Infrastructure Licence Conditions included in the schedule of Licence Conditions were 
developed by NSW Government and Commonwealth agencies. This review included Foreign 
Investment Review of the Licence Condition provisions.  The licence conditions require a: 

• Substantial presence must be held in Australia and prevent operation or control of the control 
systems or the supporting ICT from outside of Australia (Condition 9); and 

• Data Security must be maintained that prevents access to operational technology, ICT or bulk 
load and customer information from outside of Australia or from unauthorised persons 
(Condition 10). 

Condition 9 contains clear requirements for Ausgrid to use industry best practice.  As industry best 
practices are evolving, Ausgrid interprets best industry practice in a manner consistent with industry 
participants, such as AEMO. This includes adoption of a hierarchy of industry standards, guidelines and 
advice as outlined in Table 2 – Hierarchy of reference material representing industry best practice, and 
the best practice reference list attached in Appendix 1. 

Condition 9 also recognised that compliance with the requirements involved a significant uplift in the 
Cyber Security capabilities of the OT domain. This condition allowed for a ministerially approved 
implementation plan that provided a 12 month program of works to uplift the OT infrastructure, 
capability, policies and procedures. Ausgrid’s implementation plan focused on key areas including: 

• Control System Isolation and Segregation; 

• Control System Distribution Network Management System Improvements; 

• Control System Security Architecture; and  

• Security Information and Event Management (SIEM). 

The implementation plan required an investment of around $10m in 2017 to achieve the required uplift 
in the infrastructure, capability, policies and procedures in the OT domain. 

In the last regulatory period, Ausgrid has continued to uplift the maturity of OT security to further align 
with Licence Conditions requirement to use best industry practice. An annual plan is developed to 
maintain compliance in line with the evolving frontier of industry best practice. Ausgrid consults with 
industry participants and bodies continuously and incorporates feedback into each annual planning 
cycle. 

Ausgrid’s Critical Infrastructure Licence Conditions were revised and re-issued in December 2017 
following the first IPART audit against the conditions in 2017, and subsequent detailed engagement 
with IPART, the NSW Minister for Industry, Resources and Energy, and relevant Commonwealth 
agencies. 

The key revisions to the Critical Infrastructure Licence Conditions were: 

• Introduction of the Remote Access Protocol; and 

• Adjustment of Data Security requirements and definitions. 

CRITICAL INFRASTRUCTURE LICENCE CONDITIONS 
… the assets which the Licence Holder operates may constitute “critical infrastructure” being those physical 
facilities, supply chains, information technologies and communication networks which, if destroyed, degraded 
or rendered unavailable for an extended period, would significantly impact on the security, social or economic 
wellbeing of the State of New South Wales … These licence conditions will be reviewed by the Minister from 
time to time (and where necessary) in consultation with responsible Ministers of the Commonwealth ... 
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The Remote Access Protocol was originally developed and agreed between the Commonwealth 
Representative and Ausgrid and was based on the CERT – ICS Remote Access Protocol9.  Ausgrid 
Specific adaptions have been identified and agreed in the ‘Ausgrid Industrial Control System Remote 
Access Protocol Agreement’ agreed in June 2022. 

The CERT – ICS Remote Access Protocol was developed to allow specific external parties (vendors) 
to securely remotely connect to critical infrastructure control networks. This includes design principles 
for the technology to enable secure remote access, implementation principles to provide guidance on 
approaches for satisfying the design principles and the specified protocol, or procedure, for remote 
access. 

Further work has been undertaken between Ausgrid and the Commonwealth agencies to refine the 
required Remote Access Protocol for Ausgrid and significant work has been undertaken to commence 
deployment of this capability. 

Critical Infrastructure Act 2018 and Amendments in 2021 and 2022 
The Security of Critical Infrastructure Act 2018 commenced in July 2018, to provide a framework for 
managing risks to national security relating to critical infrastructure through: 

• improving the transparency of the ownership and operational control of critical infrastructure in 
Australia in order to better understand those risks; and 

• facilitating cooperation and collaboration between all levels of government, and regulators, owners 
and operators of critical infrastructure, in order to identify and manage those risks. 

A critical Infrastructure asset is defined to include critical electricity assets, which are defined broadly 
to include a network, system, or interconnector, for the transmission or distribution of electricity. 
Ausgrid’s distribution system is a critical electricity asset and its entire network is captured by the 
definition within the Act. 

The Act includes powers of direction and information provision. 

The Critical Infrastructure Centre has been formed to administer the Act and carry out the following 
high-level activities: 

• Conduct national security risk assessments to support the Foreign Investment Review Board; 
• Develop and implement targeted mitigations in concert with industry, states and territories; and 
• Develop improved best practice guides for industry. 
 
Ausgrid has closely engaged with the Critical Infrastructure Centre during the development of the Act, 
the 2017 revision to the Ministerial Distributor’s Licence Conditions and the Advanced Distribution 
Management System (ADMS) project. All of these engagements have informed and refined Ausgrid’s 
understanding of what constitutes industry best practice for electricity network control systems. 

This engagement has continued with the energy sector co-design working groups and the proposed 
Security Legislation Amendment (Critical Infrastructure) Bill 2021. The aim of the Bill is to provide a 
framework for managing risks to national security relating to critical infrastructure. On advice from the 
Parliamentary Joint Committee on Intelligence and Security (PJCIS) in September 2021, this bill was 
broken into two complimentary smaller bills to pass in sequence. The first bill aims to support Govt 
involvement and intervention in the event of a major cyber incident affecting critical infrastructure. The 
second is responsible for guiding the security and resilience uplift among identified operators of critical 
infrastructure and national significance. 

During Energy Sector co-design working groups for the Critical Infrastructure Bill (2021), the use of 
Australian Energy Sector Cyber Security Framework (AESCSF) or other equivalent standard to drive 
the intended risk management framework was well supported by the Energy Sector participants. While 
not accurately reflected in the first Bill and associated rules, Commonwealth agencies have indicated 
that there is an appetite to introduce requirements for Critical Infrastructure Operators to comply with 
AESCSF SP-2 and SP-3 requirements at a future time likely inside the 2025-29 regulatory period. It is 
expected this will be in the form of the rules associated with this second bill. 

 
9 https://www.cert.gov.au/sites/g/files/net3281/f/remote access protocol.pdf 
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continue to monitor and update this reference list during the periodic review of policy, procedures and 
standards.  






