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1. Executive summary  
Information, Communications and Technology (ICT) is a key enabler for meeting our customer 
needs and in driving prudent and efficient delivery and management of our electricity 
distribution network. 
In June 2022, the Australian Government announced a world-leading climate change target 
to reach net zero greenhouse emissions by 2050. This means that Australia will need to deploy 
evolving low carbon technologies such as solar panels, community batteries and electric 
vehicles. ICT is a key enabler of this future. Our proposed ICT program for the 2024-29 period 
is targeted at keeping pace with the digital transformation of the energy system, maintaining 
existing service levels through recurrent investments, and responding to changing 
expectations from our customers, including those from Culturally and Linguistically Diverse 
(CALD) backgrounds. We are investing in technologies that personalise the experience 
customers have with Ausgrid including simplifying our CALD customer experience.  
Customers will be able to choose from a range of smart technologies, dynamic tariffs, and 
services to maximise their use of renewable energy whilst keeping their bills low. The benefits 
of this future ‘flexible’ low carbon energy system are significant – faster and lower cost 
decarbonisation, and lower bills for customers. However, it will only be possible if we harness 
the power of data and digitisation across our energy system.  
The Technology Plan 2024-29 is to enable Ausgrid’s 2035 vision and provide a suite of 
investments for digitisation of the energy system. In line with a refresh of our overarching  
corporate strategy, we have updated our supporting technology and cyber security strategies. 
These strategies explain why we need to digitise the energy system and the benefits for doing 
so for decarbonisation, customers (including CALD), and the economy. Together these 
strategies have a strengthened focus on using prudent and efficient ICT and cyber security 
investments as key enablers for us to meet our strategic objectives.  
We have aligned all planned ICT investments with our corporate priorities and objectives, 
whilst taking a customer-centric approach for all ICT investments. This approach aligns to the 
National Electricity Objective (NEO) to promote prudent investment in, and efficient operation 
and use of electricity services for the long-term interests of customers of electricity with respect 
to: 

• Price, quality, safety, reliability, and security of supply of electricity; and      

• Reliability, safety, and security of the electricity system. 
In reference to the current 2019-24 period, non-recurrent investment is estimated to be $132 
million. This is driven by significant non-recurrent expenditure in response to accelerated 
transformation initiatives, an accelerated adoption of cloud technologies and the changing 
cyber threat landscape. By the end of this regulatory control period, our non-recurrent ICT 
investment is forecasted to be $132 million and recurrent ICT investment expenditure is 
forecasted to be $157 million for a total of $289 million, which is 67% above Australian Energy 
Regulator (AER) Capex Allowance.  
As a prudent and efficient critical infrastructure asset operator, it is essential that we apply a 
proportionate, risk-based approach for supporting and securing the safe supply and 
restoration of energy. For 2024-29, Ausgrid’s proposed investments are underpinned by the 
mitigation of our two Group Risks (Failure of Internal ICT Services and Significant Protective 
Security Incident).  
ICT investment for 2024-29 comprises of $318 million non-recurrent investment ($191 million 
investment - capex and $127 million investment - opex 1 ) and $140 million recurrent 

 
1 Investment – opex refers to the Software-as-a-Service (SaaS) configuration costs that are considered as opex under new 
International Financial Reporting Standards (IFRS) guidance published in April 2021.  
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2. Purpose  
2.1. Scope 
This plan summarises: 

• Our Technology Plan objectives;  

• How customer needs and expectations are considered in the development of this plan; 

• Our ICT financial, operational and delivery performance for the current regulatory control 
period against the current AER Determination; and 

• Forecast plans for both recurrent and non-recurrent ICT capital and operational investment 
programs6. 

2.2. Purpose of this document 
This document provides justification for our proposed non-network ICT investment capex and 
opex for the upcoming 2024-29 period. It outlines how our proposed ICT expenditure is 
prudent, efficient and in the long-term interests of our customers. It also outlines how our 
primary business objectives underpin this ICT expenditure to enable our distribution system 
and services to remain reliable, safe, and secure. 

2.3. Relationships to other documents 
Figure 2 - Relationship to other ICT supporting documents demonstrates how the Technology 
Plan links to our corporate strategies and Distribution System Operator (DSO) vision as well 
as our overarching Technology and Cyber Security Strategies. 
It also shows the relationship to supporting ICT Program Briefs for all major ICT investments 
during the 2024-29 period, and the Technology Expenditure Cost Model which provides a 
comprehensive overview of our planned and historical ICT expenditures. 

 

Figure 2 Relationship to other ICT supporting documents 

  

 
6 All financials in this plan are Standard Control Services Direct Costs only and presented in FY24 real $. 
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3. Planning and customer engagement 
Figure 3 - Approach to prudent and efficient ICT investment shows that as an electricity 
distribution network service provider (DNSP), we are dependent on reliable and efficient ICT 
systems and services to meet all our regulatory 7  and customer obligations. Continuous 
detailed planning, prioritisation and review of ICT investments and ongoing expenditure will 
confirm that these are both prudent and efficient in meeting those obligations. 

 

Figure 3 Approach to prudent and efficient ICT investment 

3.1 Drivers of ICT planning 
Planning and identification of strategic priorities and ICT investments to support our 2024-29 
Technology Plan have been completed in conjunction with our overarching corporate business 
planning. We adopted this approach strategically, to align all planned ICT investments with 
our corporate priorities and objectives, whilst taking a customer-centric approach for all ICT 
investments.  
2024-29 ICT investments have been grouped into functions that align to business capabilities 
and major investments of >$2 million for each function have then been prioritised based on a 
risk and value-based approach. This has identified six major ICT investment programs which 
are further detailed in Section 10 – ICT Program Overviews, along with the associated 
supporting program briefs.  
Furthermore, the performance and revision of this plan and the supporting investments will be 
assessed and revised annually as part of our annual business planning activities to confirm it 
remains prudent, efficient, and relevant to customer and business needs. 

3.2 Customer needs and expectations 
We have been proactive in engaging with customer advocates through ongoing dialogue, 
providing an overview of our planned ICT expenditure for the next regulatory control period  in 
consideration of the Customer Engagement Framework.  

 
7 Such as: NEO, DNSP Licence Conditions, Security of Critical Infrastructure Act and the Electrical (Consumer Safety) Act 
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Figure 4 - Overview of our approach to community engagement demonstrates how ICT 
engaged with Customer Advocates to inform the 2024-29 expenditure to ensure customer 
interests are considered and incorporated where applicable. 

Figure 4 Overview of our approach to community engagement 

We are confident that this collaborative engagement approach will provide a robust and 
achievable 2024-29 Technology Plan that will deliver tangible value to our customers. 

4. Strategic focus 
In line with a refresh of our overarching corporate strategy, we have updated our supporting 
technology and cyber security strategies. Together these strategies have a strengthened 
focus on using prudent and efficient ICT and cyber security investments as key enablers for 
us to meet our strategic objectives both now and into the future. 
The changing energy landscape, customer needs, and cyber security risks that have emerged 
and accelerated over the current regulatory control period are key drivers for these strategies.  
This trend is likely to continue into the upcoming regulatory control period with new customer 
demands of the distribution network including ‘prosumers’8 consuming and producing energy 
in new ways, realignment as a DSO, and an exponential increase in the volume and exchange 
of data across the network and with customers. 
 
 
 
 
 
 
 
 
 

 

 
8 A prosumer is an energy consumer that both produces and consumes energy 
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4.1. Changing Industry Trends 
  4.1.1 Customer Energy Resources (CER) 
  Increasing focus on decarbonisation and a transition to both customer and industrial CER 
driven by customers, such as the adoption of rooftop photovoltaics (PV) or solar, has 

accelerated much faster in metropolitan Sydney than predicted during 
the current regulatory control period9. This is coupled with emerging 
adoption of consumer and industrial use of batteries, and electric 
vehicles. Microgrids also continue to grow and will begin to accelerate 
over the next decade as consumers drive towards a more decentralised 
energy model.  
These trends will significantly change the way we operate the network 
and require that critical systems within our ecosystem such as Advanced 
Distribution Management System (ADMS) and MDM systems are 
modernised and augmented.  
This is coupled with uplifting technology and cyber 
security capabilities to manage increased data 
consumption and transaction levels, to confirm 
control and reliability of the network remains stable 
and compliant. 
4.1.2 Digital ecosystems  
Real time interaction with the Australian Energy 
Marker Operator (AEMO) and industry peers 
across the value chain such as Transmission 
Network Service Providers (TNSPs) and retailers 
has always been a core part of our ecosystem.  

However, the emergence of CER and smart devices across the network, 
increased focus on customer’s own digital experiences, and the emerging 
rise of the prosumer, all require us to leverage modern and efficient data 
management, sharing and storage solution that can scale.  
Timing of this trend has fortunately aligned with extensive growth and 
options in affordable and flexible cloud-based platforms and services that 
provide us with an opportunity to respond to the changing data needs 
without a significant incremental price impact to customers. 

 
9 Source: Australian Energy Council (2021) Solar Report: https://www.energycouncil.com.au/media/cz3fz3je/australian-energy-
council-solar-report q2-2021.pdf 
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4.1.3 Customer affordability 
Whilst customer expectations regarding quality and security of service 
remain high, the focus on affordable energy consumption has seen a 
continuing trend for some residential and industrial customers to invest 
in CER to offset overall energy prices. This has required us to 
commence investing in advanced Artificial Intelligence (AI) and Machine 
Learning technologies (ML) as well as analytics to improve asset 
scenario, planning, maintenance, and operational activities to confirm 
affordability and reliability of the network is maintained for all customers.  
4.1.4 Customer experience 
When we talk about customer experience, we broaden the traditional 
view of ‘customer experience.’ To Ausgrid, customer experience 
encompasses the full spectrum of how Ausgrid engages and interacts 
with our community. Who Ausgrid should be and working towards in our 
2024-29 regulatory reset should reflect our community’s expectations 

and aspirations.  
We want to promote the aspirations of our 
communities by: 

• Better understanding community’s unique 
needs to enable the provision of high-quality, 
personalised support; 

• Working with our delivery partners to develop a coordinated 
approach to rebuilding consumer trust in the energy sector; and 

• Optimising the engagement of our workforce as better employee 
experiences. 
When a community member engages with Ausgrid, we want to provide 
a seamless and empathetic experience every time. However, we know 
we are not there yet. This is particularly the case for CALD customers 
and indigenous communities. We know we need to do more to support 
these customers to engage with us. This is particularly the case for 
minority and diverse customers.  
Our 2024-29 investments for Customer Information Systems (CIS) are 
aiming to increase service resolution with least amount of customer 
effort and resolution at the first point of contact where possible (first 
visit or first call resolution) for all customers, including CALD 
customers. 
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4.1.5 Market and regulatory changes 
The current regulatory control period has seen significant reforms and market changes such 
as (but not limited to) the introduction of 5-minute settlements in the wholesale energy market, 
and administrative changes such as the AER’s release of a Standardised Model for both 
Standard Control and Metering services. It is expected that the following reforms and changes 
will flow into the upcoming regulatory control period because of the reform program being 
overseen by the Energy Security Board (ESB) including: 

• Updating of CER technical standards in the NER – part of the CER Implementation that 
expects to establish mandatory compliance for new solar PV and 
storage systems (including interoperability and cyber standards, 
electric vehicle smart charging standards). 

• Introduction of Dynamic Operating Envelopes (DOEs) – this 
program of work includes a phased introduction of guidelines, capacity 
allocation and dynamic connection agreements, rules for new CER to 
comply with DOEs and publish DOEs. 

• Demand side participation – this broad program of work seeks 
to enable a two-sided market through flexible trading arrangements, 
local network services exchange and structured procurement for CER 
network services, publication of network visibility to improve planning 
and location CER investment. 
Whilst it is expected that most of the ESB’s CER related reforms which 
are currently in consultation will be formalised and established by 
2025, there is also a possibility that rule 
changes may not take effect until after this 
date. In response to these changes, we will 
need to accelerate integration with CER, 
supported by modern data and analytics and 
integration capabilities to meet our 
customer’s expectations and needs. 
 4.1.6    New ways of working 
2020 onwards saw accelerated global 
changes in Ways of Working due to forced 

lockdowns and daily changing of legislation and rules.  
This not only changed the way that customers engage and interact 
with us, but also or employees’ digital interactions with other 
employees, contractors, partners, and vendors in maintaining a safe 
and reliable network and supporting technologies.  
These changes have driven increased focus on technologies that 
improve the overall customer and user experience, whilst providing 
reliable, secure, and private communication channels. We see this 
trend continuing beyond 2025 and have focused our customer 
information systems investments to address these evolving needs. 
 
 
 

  



Technology plan for 2024-29 
 

 
 

    
   14 
  

 
 

For Official use only 

4.2. Technology strategy 
Our 2022–29 Technology Strategy and underlying strategic technology objectives support 
Ausgrid’s Corporate Objectives. It enables the digitisation of our energy delivery services with 
reliable, affordable, and secure technologies with minimal price impact to customers, while 
meeting future customer needs.  
This is further detailed in Figure 5 - Alignment between our corporate and technology strategic 
responses.  

 
Figure 5 Alignment between our corporate and technology strategic responses 

 

Our Technology Strategy targets four major outcomes, all of which are primarily focused on 
the National Electricity Objective – to ensure efficient investment in, and efficient operation 
and use of, electricity services for the long-term interests of consumers of electricity with 
respect to price, quality, safety and reliability and security of supply of electricity: 

• Simplifying – Simplifying our technology to reduce complexity and remove duplication 
and legacy; 

• Fit for purpose – Fit-for-purpose solutions with the appropriate security and commercial 
model; 

• Automation – Automation to reduce errors and drive consistency; and 

• Data Management & Analytics – Improve data quality and access to make better 
decisions. 

These outcomes are delivered through our Governance processes which enforce the use of 
Technology Principles consistently in the selection and execution of all ICT initiatives. 
A detailed overview of each of the key objectives and their related outcomes and success 
measures that underpin our Technology Strategy are provided in Appendix 2 – 2022-29 
Technology Strategy Summary. 
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Figure 6 Overview of Technology Principles 

The Technology Principles are designed to ensure that all ICT expenditures deliver the four 
technology outcomes, and hence customer benefits outlined above. 
The principles are enforced through our pre-project initiation governance. All capital and 
network maintenance investment proposals which exceed $2.5 million must be reviewed by 
the Investment Governance Committee (IGC) with two primary objectives, that: 

• an appropriate level of due diligence has been undertaken and that the expenditure is
financially prudent and in line with Ausgrid’s Investment Governance Framework, AER
regulatory requirements, and Business Plan; and

• that all reasonable options in prioritising and selecting the optimal portfolio of capital and
network maintenance projects and programs has been duly considered. This will be
achieved through the use of consistent investment evaluation principles.10

Specifically, the IGC’s evaluation principles include architectural signoff - making sure 
standard endorsed tools/technologies are used. No proposal will be approved for budget at 
“Gate 3” in the IGC’s approval process without endorsement by the Ausgrid Technical Design 
Authority (TDA) committee. The TDA endorsement process also extends to all ICT projects 
that require a Gate 3 approval for release of funds irrespective of financial value. 
Preconditions for TDA endorsement are that solution architectures are: 

• reviewed on whether they comply with Enterprise Architecture principles;

• reviewed on whether they comply with Application and Technology Reference Manual
which identifies the set of technologies / tools that are endorsed for use within Ausgrid;

• reviewed by other Solution Architects and Enterprise Architects to ensure that standard
endorsed patterns are used; and

10 Investment Governance Committee Charter, Ausgrid, 7/12/20 
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• peer reviewed by domain experts, Enterprise Architects, Solution Architects, and other 
subject matter experts.11 

The IGC also requires signoff by Procurement: at least three quotes for any purchase > 
$30,000 and full “Request for Proposal” >$250,000. This ensures that costs are efficient, and 
market tested12. 
We have also used Ausgrid’s Architectural Principles in the development of options as part of 
this Regulatory Proposal, with regard to the AER’s Guidelines on ICT expenditure assessment 
in particular the development of detailed options analysis of all credible options including 
options of various scopes and timings and identification and quantification of all relevant 
benefits and residual risks for each option13. In particular, Principles 3, 4, 5 and 7 support the 
discovery of prudent and efficient options:  

• Vendor partnering to realise customer benefits as quickly as possible;  

• Extend, buy or build by exception to minimise duplication, maximise re-use and exploit 
economies of scale;  

• Simplify and share common technologies – to contain cost contagion where integration 
and configuration must be reworked when solutions are modernised; and  

• User-centric solutions – to discover the most efficient solution by exploring risk, cost, 
benefit, performance and user experience options before finalising technical design. 

In the context of this regulatory proposal, the strategies, core vendor solutions and 
architectural frameworks for our Customer Information Systems, Data & Analytics and ICT & 
Infrastructure Management program briefs reflect the results of detailed options evaluation 
carried out as part of this governance process.    

 
11 Technical Design Authority Charter, Ausgrid, July 2020 and Technology Review Group Charter, Ausgrid, November 2020   
12 Procedure – Procurement Source to Contract – PL000-P0170 
13 Italics quoted from Assessing the prudency and efficiency of the project in Consultation paper - ICT Expenditure 
Assessment, AER, May 2019 p.20 
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As the threat landscape continues to intensify, the revised strategy includes a set of guiding 
principles as shown in Figure 7 - Ausgrid Cyber Guiding Principles that assist in strengthening 
our cyber security posture: 
 

 
Figure 7 Ausgrid Cyber Guiding Principles 

As infrastructure owners and operators introduce more technology to bolster innovation and 
increase efficiencies, the vulnerability of critical assets to digital attacks is also increasing. 
Targeting critical assets is becoming more common as threat actors, including nation states, 
are aware of the widespread chaos and disruption this can cause. 
The Marsh Cyber Insurance Review report 2022 reported that compared to 2021, the 
frequency of claims reported to insurers in Australia have increased by 50%. Of the cyber 
claims notified to insurers for the first half of 2021, ransomware attacks, data breaches (hostile 
external) and fraud (emails or accounts manipulated) made up most of the cases. Across all 
ransomware instances, cyber criminals utilising double extortion techniques17 has become the 
norm.  
The report also reported that “a large volume of claims was a result of a third-party supply 
chain breach as opposed to their insureds having been targeted by a threat actor group directly 
substantiating the emerging risk of supply chain threats.” 
Enablement of our Cyber Security Strategy is defined by the following capabilities: 

• Cyber security foundations: enabling a new Cyber Security operating model to redefine 
the ways Cyber Security services are delivered across the organisation; 

• Enterprise capabilities: equipping our staff with the right tools and information to improve 
productivity and enhance collaboration so that we can deliver quality outcomes for our 
customers; and 

• Core service delivery: creating long term relationships with our customers and broader 
community through a cyber security strategy of core applications that are modern, fit-for-
purpose, integrated and in line with the current threat landscape. 

 
The 2022-25 Cyber Security vision as depicted in Figure 8 - Overview of 2022 – 25 Cyber 
Security Strategy supports the ICT Technology Strategy by ‘Delivering the cyber services 
required to secure Ausgrid’s critical infrastructure and secure outcome for our customers’. 

 
17 Stealing data and demanding payment to prevent the release of stolen data publicly. 
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 Figure 8 Overview of 2022 – 25 Cyber Security Strategy 

5. Management and delivery of change 
5.1 ICT operating model 
Our ICT operating model has matured over the current regulatory control period to include 
more modern, agile, and digital ways of working in delivering ICT services. This has been 
achieved by a blended operating model of in-house and third-party managed services, as well 
as strong partner and vendor relationships, which has been enhanced with the adoption of 
more cloud service offerings.  
Ongoing quality and performance of services provided by third-party managed service 
providers is underpinned by an ICT Supplier Governance Framework for delivery of prudent 
and efficient supporting ICT services. 

5.2 ICT risk management 
ICT Risk Management is managed in alignment with Ausgrid’s Risk Management Framework. 
The two Group Risks under management by ICT that have influenced the prioritisation of ICT 
investments including Cyber, ERP and ICT & Infrastructure Management Programs. 
We manage the two Group Risks and keep these within appetite by applying a prudent and 
efficient approach for prioritising capex investments to reduce risk SFAIRP.  
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Figure 11 ICT Investment Governance Process 

In addition to core business case development and review, all Ausgrid projects must pass 
through architectural approval and peer review prior. Funding decisions are made at “Gate 3”: 
recurrent expenditure projects with a budget under $2.5m are reviewed by ICT peers in the 
Technology Portfolio Forum (TPF). Larger and non-recurrent projects must be reviewed by 
the IGC. The IGC is comprised of Ausgrid’s executive leadership team. 
Both the IGC and the TPF provide a rigorous peer-review process from both business and ICT 
colleagues to ensure solutions are efficient and implementation approaches are prudent, 
consistent with the AER’s ICT Capex Assessment approach. 
This has enabled us to mobilise and efficiently scale appropriate resourcing, reduce delivery 
risk, manage organisational-wide dependencies, and accelerate change in support of the 
delivery of significant ICT programs such as the Cyber Transformation Program, Data and 
Analytics program, and commencement of the Cloud Migration program. This approach will 
continue throughout our transformation planned during the 2024-29 period, leveraging third-
party providers and system integrators.  
Our ICT function manages both a rolling seven-year view and annual planning and delivery 
approach for our ICT program of work. This confirms that planned investments are 
continuously assessed and prioritised against criteria to confirm if they are fit-for-purpose for 
current and future customer and business needs as the energy and business environment 
changes. 
Figure 12 - ICT Project Framework Overview provides a high-level overview of the stages of 
our ICT Project Framework for ICT projects, noting that the deployment phase may include 
either agile, waterfall or hybrid delivery methods dependent on the type of ICT project being 
delivered.  
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Figure 13 Current Application Landscape State for 2021 vs. Target State for 2029 
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As detailed in the above table, our actual ICT Investment tracked 10.5% higher than the AER 
determination allocation for FY20-22 (noting that this includes actual expenditure for the first 
two years and as forecasted for FY22). However, by the end of this regulatory control period 
our ICT investment is forecasted to be 66.6% above plan. Investments and expenditures that 
have / or will contribute to this uplift include: 

• Significant Regulatory/Legislative-Driven Non-Recurrent ICT Capex: 
­ 5-Minute Settlements program due to the scope not known at the time of the 

submission – ($7.7 million); 
­ AEMO CER Register Implementation – ($2.3 million); and 
­ Cyber Security Program increases due to complying with cyber regulations, 

ransomware, and further cyber capability enhancements – ($17.7 million). 

• ICT Transformation Non-Recurrent ICT Capex Initiatives: 
­ Increases in information management due to Data to Intelligence and Enterprise data 

lake expansion – ($12.2 million); 
­ Customer transformation initiatives – ($16.7 million); and  
­ Integrated Works Management System (IWMS), MyWork system upgrades and 

enhancements and job prioritisation ($37.5 million). 

• ICT Recurrent/non-recurrent ICT Capex Initiatives: 
­ delaying migration to cloud and exit of data centres, plus on-going cloud related 

upgrades ($11.4 million); 
­ end user computing asset upgrades due changing from leased to purchasing hardware 

($7.6 million); 
­ Human Resource systems including Success Factors and Hazard Assessment 

Conversation (HAC) – ($8.5 million); 
­ Telematics and InTune implementation ($3.4 million); 
­ Records management upgrades - ($3.2 million); 
­ End-to-end supply Management (SEQOS) replacement ($3.6 million); and 
­ Other various minor projects ($0.6 million). 

• Partially offset by: 
­ delay in the complete S4/HANA implementation, partially offset by maintenance of 

current ERP, planned migrations to SAP hosted platform; and initiation of ERP 
program - $11.1 million; and 

­ delay of GIS implementation $5.8 million. 
 
Appendix 1 provides further details on the major recurrent and non-recurrent ICT investments 
made to date during the current regulatory control period. 
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8.1 ICT strategic roadmap 
Figure 17 - FY25-29 ICT Strategic Roadmap provides a roadmap of our major ICT strategic initiatives planned for the 2024-29 regulatory control 
period with preferred options. These are further detailed in Section 10 – ICT Program Overviews. 

  
Figure 17 FY25-29 ICT Strategic Roadmap
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            Figure 20 ICT Investment Opex Step Change FY23 to FY29 

9.2.1 Recurrent ICT capital expenditure 
Our recurrent ICT investments are related to maintaining existing ICT services, functionalities, 
and capabilities, with a renewal cycle occurring at least once every 5 years in alignment with 
the AER ICT Capex Assessment Guidelines. This includes: 

• Ongoing periodic renewal of existing ICT hardware; 

• Ongoing periodic renewal of existing telecommunication network infrastructure; and 

• Ongoing periodic software upgrades. 
Recurrent ICT capex will remain constant throughout the upcoming regulatory control period, 
averaging $22 million p.a., compared to $30 million p.a. in 2019-24 period.   


































