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1. Introduction

1.1 Purpose of this manual

The Network Risk Management Manual (the manual) forms part of the Asset Management System (AMS) and
Electricity Network Safety Management System (ENSMS).

The manual explains when and how to complete the network risk management process (shown in Figure 2) which
supports the achievement of network asset objectives and effective decision-making.

The network risk management process provides an approach and tools to:
e understand the impacts of risks on objectives and decisions, then
e agree the controls and treatments required to manage them so far as is reasonably practicable (SFAIRP).

SFAIRP is achieved once all reasonably practicable controls and treatments have been implemented.

The manual satisfies Section 2.2.1 in CEOP0002.21 Corporate Risk Management Procedure where each division
is expected to develop risk management practices that allow them to understand the risks related to their activities.

Intended users of the manual are facilitators of complex risk assessments (Network Risk Champions), the Network
Risk and Performance Team and other risk Subject Matter Experts (SMEs) who are looking to understand the
detail of Essential Energy’s approach to managing network risk. A Network Risk Management Guide is available on
the Network Risk Management SharePoint site for general users who need to facilitate a simple risk assessment.

Figure 1 shows the relationship between this document and the Corporate Risk Management Framework.

Key Components of the Corporate Risk Management Framework ] ]
Risk Appetite
—————
(S - == .
—— - - = Risk Acceptance
———m— -
Process & Risk Categories Common Risk Cor.n:rol Critical Risk Assessme.nt Emerging Risk
Principles & Scales Matrix Effectiveness Controls Outcomes & Actions
* Application Net k Ri k M tP d Clarify application of the
. . Dring - Clarifyapplication ofthe
co.nt-extuallsed, Prmc.llees.for etworl 1S dnagement Froceaure T P TR T
within the modification of . Princinlesio acceptance criteria and how these
AMS/asset lifecycle corporate scales and i L d * Clarifies application  * Clarifies application * Clarifies elate to requirements for ris|
* Specific risk measures defined apg 'Cat'OF e = R TTeoT R in network risk requirements acceptance criteria in AS5577
requirements for * Bushfire categary . |sat|n.)n 2 management management including for 'ne aoditional creriator
3 | Saf defined corporate matrix = = }Sﬁfet\" risktolerability
ormal Sarety s . defined actions relating to demanstration of SFAIRP/ALARP,
Assessments * Criteria for risk Level 2+ ricks X
defined monetisation defined —
Prlocelss & Risk Categories Commor} Risk Cor.n:rol Critical Risk Assessme.nt ‘ {No chan ge}
Principles & Scales Matrix Effectiveness Controls QOutcomes & Actions |
+ Overview of applicablerisk management technigues

+ Overview of asset & network risk models
+ Provides references/links to supportingtools and templates

Figure 1: Relationship to Corporate Risk Management Framework

To support the application of the Corporate Risk Management Framework to network risks, the manual includes:
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Requirements for Formal Safety Assessments (FSAs)

Principles for modifying corporate risk scales and contextualisation of the Corporate Risk Matrix
Additional bushfire consequence category and scale

Criteria for risk monetisation (with reference to the Network Value Framework)

Application of corporate control effectiveness ratings

Application of the Health, Safety and Environment (HSE) critical control framework

Required actions in response to network risks

Application of the corporate risk appetite in Asset Management (AM) decision making

Specific network risk treatment and acceptance criteria, including for safety

1.2 Purpose of network risk management

The network risk management process helps make informed, transparent decisions that:

Maximise the chances of achieving asset management objectives.

Avoid/minimise the chances of adverse outcomes occurring on the network.

Make the most of opportunities, toward achievement of the asset management objectives.
The network risk management process satisfies legislative, regulatory, shareholder, customer and Board
expectations for managing risk in line with good industry practice and standards. Specifically, Essential Energy
Board Risk Management', Asset Management? and Electrical Safety policies?® establish clear requirements for
managing network risk in line with:

ISO31000:2018 Risk management — Principles and guidelines, and

AS5577-2013 Electricity network safety management systems.

Key principles are that network risk management:

is integrated into decision making processes
is timely; risk assessment outputs used to inform decisions
is collaborative; conducted in and across teams, led by Risk Facilitators and championed by Risk Owners.

involves the people impacted, including internal and external stakeholder groups such as asset management,
engineering, technical/operational SMEs relevant to the subject of the risk assessment, and SMEs in the
network risk management process and tools

deals explicitly with limitations and uncertainties in underlying information, as well as with human, cultural
and organisational factors that influence the management of network risk

seeks to continuously improve, through formal learning activities
The network risk management process does not include coverage of:

Project, program, or portfolio delivery risks (see Network Portfolio Delivery Risk and Issues Management)
Workplace, work site or task related HSE risks (see HSE Risk Management Procedure CECM1000.02)
Fleet, Property, Water or non-network IT risks (see Corporate Risk Management Framework CEOP0002.21).

1.3 The network risk management process

Figure 2 shows the network risk management process, which may involve several iterations of the following steps:

Instigate/Plan the Risk Assessment: This is a scoping activity which identifies the need for a risk assessment
to be undertaken, identifies who will lead the risk assessment and identifies key stakeholders who will need to
be involved. This step also defines the methodology and criteria to be used for the risk assessment.

" CECP0002.03 Board Policy: Governance: Risk Management
2 CECP1004 Corporate Policy: Asset Management
3 CECP8096 Company Policy: Electrical Safety
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Risk Identification: What are the material risks and controls?
Risk Analysis: How big is/are the residual risk(s)? How effective are the controls?

Risk Evaluation: Is the residual risk level and control effectiveness identified in the risk analysis step
acceptable or do we need to do more (or less) to control the risk(s)?

Risk Treatment: If the conclusion from the Risk Evaluation step is that we do need to do more (or less), then
what does that involve? What will the forecast level of risk and control effectiveness ratings be, because of any
changes? Is that acceptable? If yes, plan to implement the changes, including appropriate approvals.

Recording and Reporting: Document the work that has been done and who was involved; tell the people who
need to know about the findings or required actions. This includes the residual risk level, required controls and
treatments, plus any key assumptions to ensure the findings remain valid.

Implementing Controls and Treatments: implement the controls and treatments identified from the risk
assessment.

Monitor and Review: Check to make sure the plans are implemented and working; this step also includes
formal review to identify any changes or improvements.

The network risk management process satisfies the AS5577 requirement to produce FSAs, in line with the
principles of AS/NZS ISO 31000. Further detail on the specific requirements for FSAs are provided in Section 8.

Instigate/PIan * Recognise the need
. = Characterise the decision
the Risk = ldentify who will lead
Assessment = Identify who to involve

+ Establish the scope, context & criteria

Risk = Risk Identification
* Risk Analysis
Assessment = Risk Evaluation & Treatment
= Approval
(Reporting)
= For time-bound risks = For ongoing risks

Figure 2: Network Risk Management Process
Typical responsibilities include:

Risk Owner is responsible for instigating the risk assessment, conducting an initial categorisation of the risk or
decision and identifying and engaging with the appropriate person to lead the risk assessment (the Risk
Facilitator).
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Risk Facilitator should then review the initial categorisation, adjust as appropriate (including checking for any
prior, related risk assessments) and confirm if they are the correct person to lead the risk assessment and who
else to involve.

Risk Facilitator will then support the Risk Owner by facilitating completion of the risk assessment. Risk
Facilitators do not own the risk or the risk assessment.

Risk Owner is responsible for endorsing and gaining approval of the risk assessment outcomes.

Risk Owner is responsible for escalating and reporting key risk and control information to line management,
Function owners (Level 3 managers reporting to the Chief Operating Officer) and the Network Risk and
Performance Team.

Risk Facilitator ensures an appropriate record of the risk assessment; a central repository of approved risk
assessments is then maintained by the Network Risk and Performance Team.

Risk Owner is responsible for implementing/monitoring implementation of actions (including controls and
treatments) arising from the risk assessment.

Risk Owner is responsible for review and improvement, in accordance with agreed review triggers.

Further detail on the responsibilities for facilitating risk assessments is provided in Section 3.3.

1.4 When to use the network risk management process

The network risk management process should be used to understand and manage risks relating to the electricity
network. As such, it needs to be considered:

As part of asset management planning, governance and assurance cycles
At decision points in the asset lifecycle that have a material impact on the residual network risk profile

It is a legal requirement to undertake a risk assessment where the safety impacts are material and
reasonably foreseeable. In all other cases, Risk Owners should exercise judgement and discretion to determine
when a risk assessment is prudent, using these indicators:

A major new undertaking e.g., introducing a new standard/procedure/strategy.
A major change e.g., deviating from an existing, approved requirement.
A major decision point e.g., planning major network connections, trials and pilots, cease work decisions.

1.5 How to use the network risk management process

As shown in Figure 3, the manual is supported by an extensive suite of guides, tools, templates and training
materials which are available on the Network Risk Management SharePoint site.
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Reporting
Network Risk Management Procedure (this Risks & Risk
document), Value Framework, Business Rules for H
Risk Models, Network Risk Management Guides RISk - Ma nagement
Profiles Plans

Asset PoF, CoF and Risk Models, Common
Consequence Models, Network Risk Matrix,

Network Opportunity M, Eov-Tie 4 Network Risk Models, Tools &
template, Risk Register templates, Event
Tree template, SFAIRP checklist, Options Te m p I ates

checklist, Formal Risk Assessment template,
Network Critical Control Verification Tool

Supporting documentation,

plus Training & SharePoint I 2 Su pporting Al'tEfaCtS

site

Figure 3: Relationship between network risk artefacts
The remainder of this document is structured as follows:

General Scope, Context and Criteria for Network Risk Management (Section 2)
Instigating and Planning a Risk Assessment (Section 3)

Risk Assessment and Treatment (Section 4)

Recording and Reporting (Section 5)

Implementation of Risk Controls and Treatments (Section 6)
Monitor, Review, Learn and Innovate (Section 7)

Specific Requirements for Formal Safety Assessment (Section 8)
Key Concepts (Section 9)

Roles, Responsibilities and Resources (Section 10)

Manual Implementation, Review and Improvement (Section 11)
Additional Guidance (Section 12)

Figure 4 explains some key terms used throughout the manual. Further guidance on terms defined in Figure 4 is
provided in Section 9; additional guidance is also provided in Appendix G (Glossary of Terms).

vV V.V V V V V V V V V
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Risks can be considered discretely, or as an
overall profile

Risks can be viewed in terms of threats
(downside risk) or opportunities (upside
risk). Hazards are specific forms of threats, in
a safety context.

N o]

smm Threat/Hazard

Opportunity

Can be considered as either the uncertainty around a specific objective (likelihood of
achieving it; what happensif we don’t?); or as the risk associated with a specific
threat or opportunity (how likely is it to occur; what happens if it does?)

Cause

e I8

General narrative descriptions of the causes orimpacts (events that could happen), if
a specific risk was realised

Controls are existing measures that manage a
risk; treatments are future

T

T JR e I

Risk analysis estimates the level of risk (how
big?); risk assessment considers the
tolerability/acceptability of the risk level (so
what?)

Likelihood

Consequence —{

Describes the level of risk reduction derived froma
control or treatment, compared with the cost (of the
control or treatment)

Measures of the likelihood and consequence of a risk, made against pre-defined
categories and scales

.

Assessment

Tolerable

Acceptable - *{

Risk tolerability criteria define the limits of risk that we cannot go beyond; risk
acceptance criteria define the levels of risk that we are prepared to live with ‘as-is’,
with no further improvements required

Figure 4: Key terms in network risk management
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This section provides information about the scope, context and criteria for network risk management. For details
about the scope, context and criteria for a risk assessment, see Section 4.1.

2.1 Scope of network risk

Network risk can be approached from the perspectives of understanding:

uncertainty in achieving an asset management or network performance objective, or
the risk associated with a defined hazard or threat, or
the risk associated with a defined opportunity.
The scope of network risk includes risks to Essential Energy, customers, shareholders, the broader community and

the environment. All these dimensions are affected by actions or inaction, as well as by external factors such as the
effects of climate change, changes in government energy policy and changing customer demand.

In line with the corporate risk framework, the main categories of risk considered in the context of the electricity
network are:

Safety — injuries or illness to members of the public, or persons working on or near the network; includes harm
resulting from a loss of supply event.

Network — associated with service interruptions (supply or dispatch), plus service capacity or quality

Bushfire — associated with network-initiated bushfires*

Environment — associated with environmental harm, including flora and fauna, heritage, amenity and cultural
sites

Legal/Compliance — associated with any breach of legal, regulatory or contractual obligations or commitments;
or with any failures to comply with internal policies or procedures

Reputation and Community Standing — resulting from poor customer or other stakeholder experience

Financial — including costs and/or loss of income to the public or to Essential Energy e.g., through property
damage

Additional risk categories may be considered on a case-by-case basis.

2.2 Sources of network risk

Sources of network risk can be external (risks to the network) as well as those arising from the network itself (risks
from the network).

2.2.1 Risks to the network
External sources of risk include:

The natural environment (including the weather, flora, fauna)

Human beings (through physical and cyber interactions with the network, including intentional and unintentional)
Customers and stakeholders (including through their energy/service demands and expectations)

Competition (e.g. from suppliers of off-grid solutions)

Upstream suppliers (e.g. TransGrid)

Downstream suppliers (e.g. suppliers of critical products or services)

4 The risks to the network from bushfires caused by external sources are considered through other risk dimensions e.g. safety risks to
personnel, safety and reliability risks to customers through loss of services, financial risks due to damage or the loss of Essential Energy assets
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2.2.2 Risks from the network
Network risk can arise from:

Individual assets

Systems of assets

The overall network

The actions of persons working on or controlling the network
Each of these layers can be considered to have a ‘system of control’ applied to it. While an individual asset can be
considered in the terms of the asset lifecycle, the network exists at any point in time as a combination of assets and
asset systems at different stages in their respective lives. Considering network risk and controls in terms of these
different layers is an important part of network risk management, to deliver an overall system of control that is

appropriate and aligned with the asset management objectives. This manual applies equally to discrete risks that
arise from individual assets, systems of assets and the overall network.

Sources of the various network risks described above include:
Decisions taken during network planning and design (including the nature of assets installed on the network and
their location)

The quality of products and services procured by Essential Energy; the quality of construction delivered by
Essential Energy, its contractors or ASPs (contributing to the quality of assets or workmanship and potentially
affecting the life of assets and failure modes)

The approach to development of the works program (including optimisation and prioritisation rules applied)

The approach to delivery of the works program (contributing to the delivery of planned risk controls and
treatments, including in line with compliance requirements)

Essential Energy’s operational and maintenance practices (including works practices, network operation to
manage demand, contingency planning for planned and unplanned outages, stakeholder and community
communication e.g. to inform customers of planned outages, community education programs)

Normal operation of assets (e.g. fire risk associated with the normal operation of drop out fuses or with the
residual risk of bare overhead conductor)

Unassisted asset failures (resulting from practices to manage the risk associated with deterioration of assets)

Assisted asset failures and interference with the network (e.g. overhead conductors down due to being struck by
an oversize vehicle)

Lack of network capacity (affecting Essential Energy’s ability to meet customer demand for new connections or
leading to loss of supply or inability to dispatch for generation assets)

Decisions taken around growth/new connections (e.g. arising from the connection of photovoltaic systems to the
network)
These sources of network risk can of themselves be considered as risks in the context of the AMS. For example®:

Sub-optimal selection of an asset solution when an alternative may better to manage the stakeholder need

Poor specification and request to tender process for assets that are not actually required or that do not
adequately address the identified needs

Inadequate quality control in design due to inappropriate allocation of design approval or lack of rigorous design
reviews and not controlling quality of delivery through effective verification and validation process.

Insufficient consideration of longer-term impacts such as reliability and maintainability during acquisition thus
causing adverse performance and life cycle cost issues

Failure to provide additional system capability to allow for likely growth during design
Deficient hazardous material assessments, inadequate or do not address likely changes in community
expectations

The process of network risk management defined here is intended to apply to any of these sources.

5 Adapted from Asset Management Council’'s Asset Management Fundamentals Participants’ Workbook (October 2018)
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2.3 Objectives for network risk management

This section sets out specific network risk management objectives which should inform risk assessments and
decisions around managing the overall network risk profile.

2.3.1 General risk management objective

The Board Policy for Risk Management (CECP0002.03) sets an overarching risk management objective to
manage risk so far as is reasonably practicable (SFAIRP).

2.3.2 Specific objectives for residual network risk levels

Essential Energy has defined several specific risk objectives for a subset of the risk categories listed in Section 2.1.
These reflect a mix of statutory and regulatory obligations and proactive business objectives, as shown in Table 1.

Table 1: Network Risk Objectives

Network Maintain risk Global objective based on customer Business objective, based
Reliability engagement feedback indicating customers | on customer engagement
are satisfied with current levels of network
reliability; assumes reliability risk is a proxy
for reliability performance.

(Best Endeavours)

Safety Manage safety risk So WHS Regulations®, AS/NZS ISO 45001 and| Minimum legal/regulatory
Far As Is Reasonably AS55777 requirement
Practicable (SFAIRP) (Mandatory)
Reduce risk Essential Energy objective for ‘continuous | Proactive business
improvements in safety culture and objective
performance (Best Endeavours)
Bushfire Manage risk SFAIRP AS/NZS I1SO 45001 and AS5577 Minimum legal/regulatory
requirement
(Mandatory)
20% reduction in Essential Energy objective over the period |Proactive business
controllable bushfire risk |FY21-FY40 objective
(Best Endeavours)
Environment Manage risk SFAIRP AS5577 Minimum legal/regulatory

requirement

(Mandatory)

Reduce risk, where itis | Essential Energy objective to ‘Reduce the | Proactive business
efficient to do so environmental impact of Essential Energy, |objective

where it is efficient to do so (Best Endeavours)

% Including for NSW, ACT and QLD jurisdictions

" The specific requirement from WHS legislation is to eliminate risks to health and safety so far as is reasonably practicable (SFAIRP), and if it is
not reasonably practicable to do so, to minimise those risks SFAIRP; AS5577 then requires Network Operators to eliminate safety risks
SFAIRP, and if it is not reasonably practicable to do so, to reduce those risks to as low as reasonably practicable (ALARP). Within this manual,
the term ‘manage safety risk SFAIRP’ is used to reflect all these obligations.
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Within Table 1, Mandatory objectives must be met, while objectives with a status of Best Endeavours may be
traded off with other performance, cost or risk objectives.

2.3.3 Maturity of network risk management approach

Essential Energy aims to have a ‘Systematic’ level of maturity in its network risk management approach, which will
ensure:
an effective and fit purpose approach, that is

aligned with stakeholder requirements, industry good practice and the Corporate Risk Management Framework,
and

embedded into everyday practice through the AMS.

Key indicators of a systematic approach to risk management include:
proactive risk management, embedded as a key enabler of performance

transparent risk information, including internally and externally, to support enhanced understanding and
management of risk; embedded risk reporting including through a suite of effective indicators

a fit for purpose suite of risk procedures and tools is established and embedded across critical parts of the AMS

formal organisational design for network risk management is agreed and embedded; responsibilities for risk
management are communicated and understood; everyone knows what to do, when to do it and how to do it

formal arrangements for consultation and collaboration are established and embedded
effective governance and assurance arrangements are established and embedded
monitor and review cycles are established and embedded

2.4 External context

Key external factors affecting the network risk environment include:
Political - NSW Electricity Infrastructure Roadmap; Renewable Energy Zones; increasing engagement with
local councils

Economic — continued pressure for reductions in distribution network charges; competition for emerging
distribution services

Social — increased expectations around network resilience and control over personal energy supply; changing
consumer behaviour; increasing solar penetration; increasing demand for connections; increasing
decentralisation

Technological — rapidly changing technological landscape including batteries (increasing capacity and reducing
cost), hydrogen storage, Standalone Power Systems (SAPS), microgrids, community batteries, smart
technology (meters, asset monitoring), electric vehicles; increasing digitisation

Environmental — climate change; increasing focus on decarbonisation

Legal/Regulatory — increasing scrutiny from regulators; increasing regulator focus on cybersecurity; increasing
complexity as we move towards Distributed Energy Resources (DER) and Distribution System Operator (DSO);
National SAPS Framework (AEMO)

A further factor is increasing risk management maturity across other Network Service Providers; continuously
raising the standards of what is considered ‘industry good practice’ in risk management.

2.5 Internal context

Internal factors affecting the current network risk environment include:
Transformation — resulting in multiple concurrent changes to the current ‘system of control’; and the
development of new data, models and tools to support network risk management

Aging network — potentially reducing the effectiveness of historical risk controls under a ‘change nothing’
scenario
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2.6 Risk criteria

This section sets out the criteria used to evaluate the significance, tolerability and acceptance of risk, opportunity
and controls on the electricity network. These are derived from relevant industry standards and good practice, as
well as from the Corporate Risk Management Framework (as set out in CECP0002.03 and CEOP0002.21).

For ease of reference, these criteria are summarised in the Network Risk Matrix and the Network Opportunity
Matrix .

2.6.1 Significance

Risk significance is evaluated using the Network Risk Matrix, which sets out:

network risk categories,

likelihood and consequence scales,
risk ratings,

critical risk criteria

control effectiveness ratings,

critical control criteria, and

risk assessment outcomes and actions.

Opportunity significance is evaluated using the Network Opportunity Matrix, which sets out:

likelihood and consequence scales,
opportunity ratings, and
opportunity assessment outcomes and actions.

2.6.2 Risk Tolerability and Acceptance Criteria (Corporate Risk Management Framework)

The Corporate Risk Management Framework does not set a maximum tolerable level of residual risk but requires
specific actions based on the combination of residual risk rating and Board risk appetite. This includes a
requirement to consider additional, alternative and higher-level controls to improve the effectiveness of the overall
control environment:

if the residual risk is rated as ‘Medium’ and the Board’s risk appetite is ‘Low’ or ‘Very Low’; or

if the residual risk is rated as ‘High’ or ‘Extreme’ (regardless of the Board’s appetite for the risk).
Risk categories where the Board risk appetite is Low or Very Low are:

Safety,

Bushfire,

Environment,

Compliance,

Reputation, and

People.
Risks are acceptable once they are managed SFAIRP. Within this, controls are considered reasonably practicable
when they are:

necessary, and

prudent and efficient, and

in the long-term interests of the community, and

aligned with Essential Energy’s strategic objectives, and

achievable within resource constraints.

Risks are also considered to be managed SFAIRP once a formal, resourced treatment plan is in place.

The final point in the list of SFAIRP criteria needs careful consideration. While resources are never limitless, in the
short-term the allocation of resources can be changed and in the longer-term resources may be increased, subject
to appropriate justification and approvals. The definition of SFAIRP controls should therefore consider both an
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unconstrained and a constrained view. The unconstrained view can be thought of as demonstrating an absolute
SFAIRP limit — beyond which controls would not be considered because they are demonstrably grossly
disproportionate to the risk. The constrained view then demonstrates the best or optimum SFAIRP controls that can
be achieved within available resources, where hard limits on those resources have been tested and can be
defended. It must be noted that affordability cannot be a consideration for determining WHS controls; if we cannot
afford to do a work activity safely then we should not be doing it.

2.6.3 Safety Risk Tolerability and Acceptance Criteria (Individual Risk of Fatality)

As well as the criteria defined in the Corporate Risk Management Framework, Essential Energy also implements
maximum safety risk tolerability and acceptance criteria as per the framework set out in Figure 5.

Within this framework:

Risks in the Unacceptable region cannot be justified except in extraordinary circumstances; controls must be
put in place to reduce the risk into either the Tolerable or Broadly Acceptable region.

Risks falling within the Tolerable region are tolerated to secure some level of benefit and provided the risks are
managed SFAIRP (see below)

Risks falling within the Broadly Acceptable region are generally regarded as insignificant and adequately
controlled. Further actions to manage risks falling in this region should be considered, but only be pursued if
they are reasonably practicable i.e., accepted good practice and low cost.

Safety risks are managed SFAIRP once the effort required to reduce the risk further, in terms of expense, difficulty,
inconvenience, or other conflicting responsibilities is grossly disproportionate to the risk reduction. Further guidance
on demonstrating SFAIRP for safety risks is provided in Section 4.4 of this document. Guidance on calculating
individual and societal risk of fatality is provided in the NRM Guide: Individual Risk.

It is not a requirement to reduce all risks into the Broadly Acceptable region (below 1 in 1,000,000
individual risk of fatality) unless that is reasonably practicable. Risks are considered acceptable once they are
managed SFAIRP, noting that this may result in a level of risk that is above the Broadly Acceptable threshold.

Unacceptable
1in 10,000 individual risk of

fatality per annum

SFAIRP

Tolerable l
1in 1,000,000 individual risk of
fatality per annum

Broadly Acceptable

Figure 5: Tolerability and acceptance criteria for individual risk

It is important to note that the maximum tolerable threshold of 1 in 10,000 individual risk of fatality indicated in
Figure 2 is an absolute maximum tolerable limit that must not be exceeded anywhere on the network. This limit
may be reduced in specific circumstances to reflect (i) levels of heightened societal concern/reduced societal
tolerability in relation to a specific risk, or (ii) the extent of the risk in question.
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To illustrate this second point, if the whole network was at a level of risk that was just below 1 in 10,000 individual
risk of fatality per annum, then we could expect to see upwards of 170 fatalities per annum?. Society and key
stakeholders would not tolerate this level of risk. If the whole network was at a level of risk that was around the 1 in
100,000 individual risk of fatality per annum, then we could expect approximately 17 fatalities per annum®. Again,
this level of risk is unlikely to be tolerated by society or stakeholders. A network-wide risk level of 1 in 1,000,000
would be expected to result in approximately 1.7 fatalities per annum?0, It is assumed that this level of risk may be
tolerated by society and by stakeholders, albeit dependent on the circumstances of the risk events (e.g. assisted
versus unassisted) and the effort required to further reduce the risk.

In sum, the practical maximum tolerable risk threshold will likely depend on the extent of the risk (how much of the
network is at that level); it may also depend on recent events, e.qg. if several recent safety incidents have resulted in
a reduced level of tolerance amongst society and/or stakeholders for further safety incidents. This approach is
reinforced by NSW Government guidance on ‘risk acceptability criteria’ for land use safety planning'' which
proposes limits of:

e 1in 1,000,000 risk of fatality per annum for residential areas and places of continuous occupancy (such as
hotels and tourist resorts)

e 0.5in 1,000,000 risk of fatality per annum for hospitals, schools, child-care facilities and old age housing
developments

e 5in 1,000,000 risk of fatality per annum for commercial developments, including offices, retail centres and
entertainment centres

e 50in 1,000,000 for industrial sites (albeit contained within the boundaries of the site, where applicable)
These criteria are included for context and consideration when determining safety risk tolerability limits for use in a
specific risk assessment.

2.6.4 Safety Risk Tolerability and Acceptance Criteria (Societal Risk)

If there is a need to consider tolerability and acceptance criteria for societal risk (risk of multi-fatality event), it is
suggested that indicative criteria from the NSW Government land use safety planning guide are used. These are
derived from the reference listed in Section 2.6.3 and are provided in Figure 6 for reference. The reference to
ALARP in Figure 6 should be taken as synonymous with SFAIRP.

8 Assuming a risk level of 1 in 10,000 per annum experienced by an estimated population of 1.7 million people exposed to the Essential Energy
network

9 Assuming a risk level of 1 in 100,000 per annum experienced by an estimated population of 1.7 million people exposed to the Essential Energy
network

© Assuming a risk level of 1 in 1,000,000 per annum experienced by an estimated population of 1.7 million people exposed to the Essential
Energy network

" NSW Government Planning, Hazardous Industry Planning Advisory Paper No. 4, Risk Criteria for Land Use Safety Planning. Available at:
https://www.planning.nsw.gov.au/-/media/Files/DPE/Other/hazardous-industry-planning-advisory-paper-no-4-risk-criteria-for-land-use-safety-
planning-2011-01.pdf?la=en (accessed June 2021)
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1.00E-03 I
1.00E-04
Intolerable
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ALARP

1.00E-07

1.00E-08

Negligible

1.00E-09

1.00E-10

Frequency of N or more fatalities per year (F)

1 10 100 1000
Number of Fatalities, N

Figure 6: Tolerability criteria as in the NSW Government land use safety planning guide

2.6.5 Pursuing Opportunities

Criteria for pursuing opportunities are defined within the Network Opportunity Matrix.

2.7 Tools and methodologies

Table 2 Other techniques may also be used, as applicable to a specific situation.

Table 2: sets out different techniques that may be relevant for network risk management, mapped against the
different stages of the risk management process. Further guidance on each technique is provided in AS/NZS IEC
31000:2020 Risk management — Risk assessment techniques. Other techniques may also be used, as applicable
to a specific situation.

Table 2: Techniques for Consideration in Network Risk Management

Risk / Cause / Impact Control Risk Analysis Risk
Identification Environment/ Evaluation
Effectiveness/
Options
Consequence Likelihood Risk

Brainstorming or SME v v v v v v v
Workshop

Structured Interviews v v v v v v v
Delphi or IDEA v v v v v v v
Protocol

Checklists v v x X x x x
SWOT Analysis v v x x x x x
FMEA/FMECA v v v v v v v
Scenario Analysis v v v v v v x
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SWIFT v v v v v v x
Ishikawa method v v x X X x x
Bow-Tie Analysis/ v v v v v x x
Threat Barrier Diagram

LOPA v v v v v x x
Fault Tree Analysis v v x v v x x
Event Tree Analysis v v v v v x x
Markov Chain v v v v x x x
Monte Carlo Simulation x x v v v x x
HEART v v v v v v v
Reliability Centred v v v v v v v
Maintenance

Consequence/ x x v v v v x
Probability Matrix

Risk Indices x x v v v v x
Cost-Benefit analysis x x x x x v v
Decision Tree Analysis X X v v v X X
Multi-Criteria Decision x x x x x v v
Analysis

Risk Register v v v v v v v

The rationale for the choice of technique should be documented as part of the risk assessment. It is preferable to
use more than one technique. Further guidance is provided in Section 4.3.

Toolkit

* Network Risk Matrix

*  Network Opportunity Matrix

« Network Risk Management SharePoint Site

The section describes the process for instigating and planning a risk assessment, including:

» Recognising the need for a risk assessment to be undertaken (Section 3.1)

« Characterising the decision that the risk assessment is required to inform (Section 3.2)
+ Identifying who will lead the risk assessment (Section 3.3)

 Identifying who needs to be involved (Section 3.4)

3.1 Recognising the need

Section 1.4 sets out the generic situations when a risk assessment is required; putting these situations into an AM
context with some examples includes:
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a new risk is identified e.g. a previously unseen type fault

defined triggers are reached for the review of existing risks e.g. the agreed 2-year review period for an existing
risk

departing from an existing risk control e.g. reducing the volumes of maintenance in a particular year due to
delivery constraints

there is a change to an existing control e.g. changing an agreed AM strategy, engineering standard or works
practice

introducing a new risk control onto the network, including through any pilots or trials e.g. a trial of a new piece of
network equipment

changes to the risk environment are detected e.g. increase in inherent risk of weather-related events; increase
in the inherent public safety risk at a site, due to adjacent housing development

a significant incident or failure of a critical control (should trigger a review of any existing risk assessment, or a
new risk assessment if the circumstances are outside of the scope of any existing risk assessment)

3.2 Characterising the decision

The primary purpose of risk assessment is to inform decisions on how to manage risks, usually by one of the
following strategies:

Eliminate/avoid

Treat/reduce

Transfer/share

Accept (live with as-is)
To appropriately ‘design’ the risk assessment, it is important to characterise the type of decision that needs to be
made. This includes the:

Inherent level of understanding/uncertainty around the risk

Extent of existing, established practice for managing the risk

Level of stakeholder interest in the risk or decision

Lifecycle or economic implications of the decision

Level of any risk trade-offs or transfers, including any perceptions of a reduction in safety standards
These dimensions are captured in the UK Offshore Operators Associated (UKOOA) Risk Decision-Making
Framework'? (see highlighted section of Figure 7). The right-hand side of the framework characterises decisions as
Type A, B or C, based on the above dimensions. The central part of the framework then sets out the relative

significance of different inputs to the decision-making process. Finally, the left-hand side of the framework sets out
various means of calibrating the decision.

2 Available at: https://www.icheme.org/media/10257/xv-poster-03.pdf (accessed August 2021)
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Detailed Framework m

Significance to Decision
Making Process

Decision Context Type

Means of Calibration o
Nothing new or unuzual

Well understood risks
, " Establizhed practice
No major stakeholder implications

Codes and Standards

Verification
—————————
Lifecvele implications
Peer Review Some risk trade-offs/transfers
B Some uncertain ty or deviation from
Benchmarking stlnmll:?rd or best prlnc.tice .
= Significant economic implications
L ]
Very novel or challenging
C Strong stakeholder views and
perceptions
Significant risk trade-off: or risk
transfer
Large uncertainties
Perceived lowering of safety

Internal Stakeholder
Consultation

Values
External Stakeholder

Consultation Societal Values

standards

UKOOA Risk Decision-Making Framework Project

Figure 7: UKOOA risk-based decision framework

Table 3 sets out a range of example decisions, characterised using the UKOOA framework.
Table 3: Decision Types in UKOOA framework

Example UKOAA Type

Routine planning or design decision falling within existing standards and Type A
practices

Re-prioritise existing works program in line with pre-defined criteria Type A
Appropriate control environmental around Hydrogen SAPS pilot Type B
Response to newly identified type fault in equipment with catastrophic Type B

(explosive) failure mode
Change to extend the existing pole inspection cycle Type B/C
Change from rules-based compliance with ISSC3 to risk-based compliance | Type C

Whether to continue with planned work during Covid-19 outbreak Type C
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Implications for the underpinning risk assessments are that most decisions are Type A or B; there should be very
few Type C decisions, specifically:

Type A decisions will require only a simple qualitative or semi-quantitative risk assessment; most of the
decision should be based off demonstrated compliance with relevant codes and standards, application of
industry good practice and the reasoned judgement of competent professionals

Type B decisions will be less able to draw on established codes, standards or industry practice; they will
therefore rely more heavily on risk assessment to support the decision, which will likely include some level of
quantitative analysis as well as reference to company and societal values

Type C decisions will be mostly based on risk and value-based evidence; they will likely require multiple risk
methods to be applied and may also require the use of more sophisticated scenario and probabilistic analysis
techniques.

3.3 Identifying who will lead the risk assessment

The person leading the risk assessment is generally responsible for:

Facilitating the risk assessment process
Coordinating any supporting risk workshops
Ensuring there is an appropriate record of the risk assessment

Figure 8 sets out the responsibilities for undertaking a risk assessment, alongside the UKOOA framework referred
to in Section 3.2 above.

The Business

xxxxx

ion Context Type

Detailed Framework UKOOA
aps e

Means of Calibr

mpions

UKOOA Risk Decision-Making Framerwork Proj

Network Risk Team

Figure 8: Responsibilities for undertaking a risk assessment

Within this model, risk assessments are generally led by the business, supported by a community of local Risk
Champions and by the Network Risk and Performance Team.

Toolkit
« Training Page on Network Risk Management SharePoint site
« Contact for Network Risk and Performance team and Risk Champions
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3.4 Identifying who to involve

Identifying who best to involve in a risk assessment ensures:

> A thorough understanding of the context and risks
> Fit-for-purpose design of controls and treatments
> Support for the final decision and associated actions

Not all stakeholders need to be involved in every step of the risk assessment; to keep the process efficient it
is important that the role of each stakeholder is clear upfront. The main considerations are shown in Figure 9.

Identify: Who need to In order to Resulting in
« decision be: share: improved

makers, « consulted, *knowledge, e awareness,

- experts, and « collaborated, *views, and + understanding.
« stakeholders and * perceptions and
e communicated e trust, and
with

Figure 9: Considerations for who to involve in a risk assessment

Table 4 provides a more detailed list of stakeholders to consider.

Table 4: Stakeholders to consider in a risk assessment

Stakeholders who... Internal Groups to External Groups to
Consider Consider
* Understand the internal and external context » Corporate Strategy » Customer Advisory
« Can help identify the risks, causes or impacts » Corporate Risk and Group
* Understand the realities of the current controls Insurance * Industry Groups
and their effectiveness * Legal * Peer DNSPs
« Can feed into the risk analysis (likelihood and * Regulation »  Suppliers
consequence) « HSE * Regulators
* Can help to co-design treatment options * AM Strategy *  Government
* Understand the costs, risks and benefits of * Network Planning Departments
treatment options * Engineering (including * Community Groups
» Wil need to agree to any ongoing controls or ESO) » Emergency Services
new treatments and to any monitoring » System Control
requirements * Network Delivery
* Need to know about the residual risks or the * Network Ops
required controls and treatments going forward » Customer Experience
* Need to know about any key assumptions or * Operational Excellence
limitations affecting the validity of the risk * Innovation
assessment » Corporate Comms
(including Customer
Engagement)
» eTech

*  Procurement

It is important to keep accurate records of stakeholders consulted and workshops completed throughout
the risk assessment.

Toolkit

» Stakeholder Consultation and Engagement Form (CEOF0002.21a)
+  Network Risk Assessment Phases Template

+  Network Risk Assessment Template
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This section describes the process for undertaking a risk assessment and determining treatments, including:

- Establishing the Context (Section 4.1)

- Risk Identification (Section 4.2)

* Risk Analysis (Section 4.3)

« Risk Evaluation and Treatment (Section 4.4)

It also covers requirements for calibration and validation of risk assessment outputs (Section 4.5).

4.1 Establishing the Context

Define the context upfront and revisit it as new information becomes available to help guide the completion of the
risk assessment. This should include consideration of:

» Organisational Context — vision, purpose and values of Essential Energy and summary of key operations.
« Purpose — the key objective(s) of the risk assessment.
« Scope — the boundaries of the risk assessment including specific inclusions and exclusions.

» Assumptions and Constraints — any preconditions, or circumstances in which the risk assessment is being
undertaken.

« Methodology/Approach — assessment methods (see Section 4.3), evaluation criteria (see Section 4.4) and
metrics to measure results (see Section 7).

+ Related Risks — review any related risks including Corporate Level 1 risks, risks defined in existing risk registers
(link to SharePoint), or Formal Safety Assessments (FSAs).

Toolkit
«  Network Risk Assessment Template
» Library of Existing Risk Registers

4.2 Risk Identification

Thoroughly understand the risks under consideration including their causes and impacts, the current system of
control and the control environment (i.e., the effectiveness and criticality of controls and any human or
organisational factors). This includes consideration of internal and external factors for the above.

This is one of the most important steps in the overall risk management process as risks cannot be
managed if they have not been identified.

Ways of identifying network risks include through reviewing existing Essential Energy and industry data, plus
structured workshops or interviews with SMEs. Specific techniques are listed in Table 2, with further guidance
provided in AS/NZS IEC 31000:2020 Risk management — Risk assessment techniques.

Note that AS5577 requires consideration of all reasonably foreseeable consequences as well as those that have
occurred in previous known events. The remainder of this section sets out specific requirements and guidance on
the various aspects of risk identification.

4.21 Threat/Hazard/Opportunity Identification

Specific threats, hazards and opportunities can be identified from:

historical data and knowledge, including from Essential Energy and broader domestic and international industry
experience, or from

brainstorming and other structured ‘what if techniques, such as Structured What If Technique (SWIFT).
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The choice of technique should be guided by the quality and/or availability of data and knowledge relevant to the
specific risk assessment.

A key aim and challenge for this step is completeness. If a particular risk assessment requires high levels of
confidence that all material threats, hazards or opportunities have been identified then it will be appropriate to use
multiple techniques.

4.2.2 Risk Event

Risk events are specific occurrences that form the basis for the risk assessment. They are typically described in
terms of the impact to an objective and/or the source of the risk. For example, the ‘risk of’;

Network-initiated bushfire

Insufficient distribution supply capacity (at a specific location)

Harm or loss to a member of the public due to network encroachment (excluding vegetation)

Unassisted failure of a wood pole

Life-support customer de-energised without appropriate notification

Inability to respond to a black start event

Cyber security breach within the control domain

A range of scenarios can be used to model how changes in the size and nature of the source may alter the risk.
This is a particularly useful technique when modelling the risk implications of a change in business practice.

4.2.3 Cause ldentification

Causes are factors that could lead to a risk event arising. Each risk event will typically have several causes. Root
causes can be identified through processes such as Failure Mode, Effects and Criticality Analysis (FMECA),
although simpler methods may also be used, provided they are systematic, involve the right people and are
documented. Examples include Ishikawa (or ‘fishbone’) diagrams or 5 Whys.

Environment Materials Suppliers

Factor leading
q @ = - to failure
—r>
(- - (]
Intended outcome

or success
(] Factor leading

D to success

Personnel Process Infrastructure

IEC

Figure 10: Example Ishikawa Diagram '3

While considering each cause, consider the circumstances which could lead to its occurrence and what could
prevent it. In some cases, causes need to occur in a particular order or in combination for a risk event to arise. At
times, the cause may not be evident or may be due to ‘normal deviation’. The significance of the cause in relation
to the risk event should also be considered.

4.2.4 Impact Identification

Impacts are the outcomes of a realised risk event. They are typically described in a qualitative statement, that can
then be used to guide consequence analysis through the Network Risk Matrix and Value Framework.

3 Sourced from I1ISO 31010
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It is important to identify the areas of impact associated with a risk event, including consequences to the network
workforce, the public, the environment and other stakeholders. This should include consideration of consequences
that are reasonably foreseeable as well as those that have occurred in previous known events.

The risk assessment should also consider the potential for cascading and cumulative impacts and consequences.

To avoid double counting, it is important to indicate how specific consequences are apportioned across the relevant
areas of impact for each risk event. Structured methods such as event trees, risk maps or logic diagrams may help
with this.

If impact identification identifies a consequence type that is not addressed by the Network Risk Matrix or Value
Framework, contact the Network Risk and Performance Team for advice on how to proceed.

4.2.5 Understanding the System of Control and Control Environment
An important part of the ‘Identification’ stage is to understand the:

current control environment (for existing risks), or
minimum control environment required by relevant standards or compliance obligations (for new risks).

The effectiveness of these controls in managing the risk should also be identified, along with any material
escalators that affect the inherent likelihood or consequences of a risk event.

Two key methods for understanding the current system of control and control environment are:

Bow-Tie Diagrams
Threat Barrier Diagrams

Figure 11 shows an example of a Bow-Tie diagram which is best used in situations where there is a single risk
event with no indirect consequences.

Uncertainty
(risk identification)

c
A
u
]
E
]
Risk Assessment
(controlled)
| PREVENTATIVE ! E MITIGATIVE i
; CONTROLS : ; CONTROLS |
' Lower the likelihood of | ' Lower the consequence |
i theeventoccurring | ! of the event .

Figure 11: Bow-Tie Diagram

Figure 12 shows a simple Threat Barrier Diagram for the example of explosive failure of an asset. The Threat
Barrier Diagram allows visualisation of the relationship between causes (threats), controls (barriers) and
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consequences. Importantly this includes 3™ party actions and flow-on (downstream) consequences, which can help
build the understanding of the extent to which Essential Energy can influence the nature and magnitude of the full
range of outcomes or consequences of an incident.

Regardless of the method used, for each cause, the current preventative controls should be included. These are
controls which reduce the likelihood of the risk event occurring, but do not prevent or mitigate the consequences if
it were to occur. For each consequence, the current mitigative controls should be included. These are controls
which reduce the likelihood or severity of a consequence.
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Figure 12: Threat-Barrier Diagram

The effectiveness of controls should be evaluated in accordance with Table 5. Note that the effectiveness rating is
the net position from the design and implementation/operation of a control, considering the impacts of human and
organisational factors.

Table 5: Effectiveness Criteria

Rating Description

No control gap and control in place is effective and compliant.

Partially

T Control gap and / or design / operation of control is in place but ineffective.

- Major Control gap and / or design / operation of control is absent or non-compliant

Depending on the context and granularity of a risk assessment, control ratings may be applied to individual controls
or to an overall system of control. Risk assessments may also identify risk escalation factors that that lead to
increased or decreased levels of underlying (inherent) risk, or to enhanced or reduced effectiveness of controls.
Identification of ‘critical controls’ enables prioritisation of management activity, see Section 9.2 for further detail.

/Toolkit \

« |EC31010:2019 Risk Management - Risk Assessment Techniques
» Library of Existing Bow-Ties

« Library of Existing Risk Registers

* Bow-Tie Template

« Corporate Threat-Barrier Example (CEOF0002.21b)

\- Network Risk Matrix /
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4.3 Risk Analysis

The purpose of risk analysis is to calculate the level of risk. Analysis can be qualitative, semi-quantitative or
quantitative. It can also be probabilistic. Whichever method is chosen, risk is fundamentally analysed as the
product of the likelihood and consequences of a risk event. Figure 13 shows the risk calculation:

] Likelihood of Likelihood of SEVCKe
[

Risk Event Consequences Consequences

Figure 13: Risk Calculation

A key aspect of risk analysis is to understand the type of the risk being analysed and specifically whether it is:

Inherent — with no controls in place — may go up and down dependent on the status of specific escalators e.g.
due to particularly good or bad fire season conditions
Residual — with current/standard controls in place (e.g. minimum required by standards/current practice)

Forecast — with any alternative or additional risk treatments in place
Typically, inherent network risks are not assessed and are included for background understanding only.

The first step in any risk analysis is choosing an appropriate technique(s). Detailed guidance on the selecting
specific techniques can be found in [IEC31010 — Annex A. Considerations include:

Requirements:

« Levels of granularity or accuracy needed to underpin the decision(s) to be taken from the outputs of the risk
analysis

- Final audience for the outputs of the risk analysis, and whether numerical and/or more visual methods (e.g.
bow-ties or event trees) would be more effective ways to communicate

- Extent to which the analysis needs to explicitly consider human factors, including heuristics and biases and
behavioural factors

Constraints:
- Levels of organisational capability, including through its people and/or any specialist IT tools or software
+ Availability of data to support the chosen method
« Time available to undertake the risk analysis

The effort and methods used to calculate risk should also be proportionate to factors including:

The level of risk
The level of spend or effort associated with controlling the risk
The level of uncertainty around the risk calculation and the importance of this for decision making

Figure 14 shows broad guidance on the relationship between methods used, and the level of risk.
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Figure 14: Expected application of alternative risk analysis methods

In situations where there is high uncertainty or complexity, high levels of societal concern or stakeholder scrutiny,
multiple techniques should be considered. Where multiple methods are used, it may be useful to apply fewer
complex methods in the first instance, to inform those parts of the risk assessment where more sophisticated
methods will add value.

Potential risk analysis techniques are listed in Table 2Table 2, with further supporting explanation provided in
ISO31010 and IEC31010. The basis for the choice of technique should always be recorded as part of the risk
assessment.

The outputs of risk analysis may be used as a direct input to risk evaluation and decision making. Alternatively,
they may be used to determine the need to undertake more investigative work.

The remainder of this section sets out minimum requirements and guidance for undertaking qualitative, semi-
quantitative and quantitative risk analysis.

Regardless of the method chosen, risk analysis should consider factors affecting the background level of inherent
risk'* and factors impacting the effectiveness of controls at a specific time or within the scope of a specific risk
assessment, including:

any variability in time, or dependent on escalators e.g. likelihood of a fire start on a total fire ban day as opposed
to during fire season more generally or outside of fire season; likelihood of fire starts during a ‘good’ fire season
versus a ‘bad’ one. The same concepts also apply for storm-initiated risks.

the effects of any permanent or variable/temporary controls e.g. the presence of network redundancy, status of
variable protection settings

the operation or contribution of external controls e.g. the public response to fires or other safety hazards,
emergency service availability and response. The risk analysis should make all reasonable efforts to ensure
realistic assumptions about the range of possible likelihood and consequences factors, including factors that are
inside and outside of Essential Energy’s direct control.

AS5577 also requires that (as a minimum) any FSAs consider the potential for single and multiple failure modes, as
well as cascading failures or ‘knock-on’ effects, as appropriate.

A library of templates, standard assumptions/parameter values and models is available via the Policy Library and
the Network Risk Management SharePoint site . As a minimum, these should be reviewed for relevance and to

' Further explanation of the concept of inherent risk is provided in Section 9
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ensure a consistent approach. Any gaps identified through this review process should be identified to the Network
Risk and Performance Team.

4.3.1 Qualitative risk analysis

The primary resource used to undertake qualitative risk analysis is the Network Risk Matrix.

Figure 15 shows the practical application of the generalised risk formula shown in Figure 13, when used for qualitative
risk analysis. This combines the ‘Likelihood of Risk Event’ and ‘Likelihood of Consequence’ ratings into a single
‘Likelihood’ rating.

Likelihood of Likelihood of

Severity of

Risk Event Consequences

Consequences

Likelihood

Figure 15: Risk calculation for qualitative risk analysis

Often a risk event will have multiple consequence types associated with it e.g. pole failure may result in safety,
reliability, bushfire, environment, financial, compliance, and/or reputation consequences. The risk analysis only
needs to consider material consequence categories, relevant to the specific risk assessment.

Qualitative risk analysis should generally consider two alternative risk scenarios:
> The plausible worst-case consequence
> The most likely foreseeable consequence

Both scenarios should be analysed, and the highest overall risk level used to describe the risk against the specific
consequence category. In some circumstances, the lower severity/higher likelihood (most likely foreseeable)
scenario can result in a higher risk rating than the higher severity/lower likelihood (plausible worst case) scenario.

The chosen likelihood rating must match the chosen consequence rating e.g. if an assessment is undertaken in terms
of the plausible worst case consequence scenario, then the risk must be assessed in terms of the likelihood of that
consequence scenario occurring and not the likelihood of any threat scenario.

Risks with a residual consequence rating of severe are ‘critical risks’. Where multiple consequence categories are
assessed, the overall risk rating is taken as the highest from all consequence categories assessed. Table 6 illustrates
these principles for a hypothetical example:

Table 6: Risk Rating

Risk Scenario Safety Bushfire Reliability Compliance Financial
AETETD Wl Medium High High N/A Medium
case

Most likely . . . .
foreseeable High High Medium N/A Medium
Consequence- . . . .
specific risk rating High High High N/A Medium
Overall Risk Rating High

Where the standardised Network Risk Matrix does not provide sufficient granularity to inform a specific risk
assessment, it can be modified. Examples include modifications to the likelihood and/or consequence scales, to
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provide more granularity and/or to extend the standard scales to provide for higher or lower values. Changes can
also be made to vary the units of likelihood e.g. to include chance (%), probability or the rate of occurrence per
operation.

Bespoke matrices can also be created e.g. to contextualise the likelihood or consequence categories or scales, or to
simplify them e.g. into a 3x3 matrix (instead of 5x5). This is allowable, provided any modifications maintain strict
alignment to the Network and Corporate Risk Matrices and the rationale for any modifications is appropriately
documented. Wherever possible, the choice of likelihood and consequence ratings should be supported by evidence.

The Network Risk and Performance Team must be engaged to review modified risk matrices before they are
used to inform any risk assessments.

Toolkit
*  Network Risk Matrix
- Simple Qualitative Risk Register Template

4.3.2 Semi-quantitative risk analysis

Semi-quantitative risk analysis can be performed where a numerical representation of risk is required. This can be
done by monetising the consequence values (as set out in CECG1140 Network Value Framework) and using
standard assumptions for converting the qualitative likelihood scales defined in the Network Risk Matrix into single
point estimates. The standard assumptions to be used in this approach are outlined in Table 7:

Table 7: Converting qualitative likelihood scales to single point estimates

Standard Single Once in every 20 Once every 6.5 Once every 2 3 times per year 5 times per year
Point Estimate years years years

Subjective probability estimates can also be used. Guidance on subjective probability estimates is provided in
Appendix A.

Alternatively, the likelihood and consequence scales from the Network Risk Matrix can be converted to interval or
ratio scales or indices. As with the standard equation (Figure 15) risk is then calculated as the product of the likelihood
and consequence indices.

A key benefit of semi-quantitative analysis is the ability to aggregate risks. This can be done simplistically by summing
the risk score/index or monetised value across all the identified risks. However, care should be taken to understand
and articulate the level of accuracy of any resulting numbers that come from this approach, to reflect:

> the granularity of the matrix used

> the choice of a single consequence scenario (where in reality the total risk is the product of a probability distribution
across a range of consequence scenarios)

> the potential for real-world overlaps and dependencies between risks, which will result in many fluctuations within
the final aggregated risk number.

Contact the Network Risk and Performance Team for further advice and support.

Toolkit
*  Network Risk Matrix
« Advanced Monetised Risk Register Template
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4.3.3 Quantitative risk analysis

Quantitative risk analysis uses numerical values for both likelihood and consequences, and therefore gives a specific
numeric estimate of risk.

Numeric estimates of likelihood and consequence can be derived directly from data or using expert elicitation
techniques e.g. to determine the probability or expected consequence of a defined risk event. Alternatively, estimates
can be derived through numerical techniques such as Fault Tree Analysis, Event Tree Analysis or Markov Chain, or
through the development of a bespoke engineering or numerical model. Where appropriate, probabilistic simulation
techniques such as Monte Carlo Analysis may also be used.®

Further guidance on the use of alternate data sources to inform quantitative risk analysis is provided in Section 9.1.
Additional guidance that may be of use in estimating the parameters needed to support quantitative risk analysis is
provided in Appendices B, C and D. A list of common assumptions for use in quantitative risk analysis is provided in
Appendix E.

A quantitative risk analysis will be built up of two separate components, the ‘Likelihood’ or ‘Probability of Failure’
(PoF) component and the ‘Consequence’ or ‘Consequence of Failure’ (CoF) component. The relationship between
these components and the generic risk equation is shown in Figure 16.

-

~\

Likelihood of Likelihood of Seventy of
Risk Event Consequences Consequences
‘Likelihood’ or
Risk Estimate ‘PoF" Model ‘Consequence’ or ‘CoF Model’

.

Figure 16: Risk calculation for quantitative risk analysis

J

When creating a new quantitative risk model it is essential that the appropriate stakeholders are included in the:

validation of the modelled scenarios,
> modelling logic,
> parameter assumptions made, and
calibration of any outputs.

Stakeholder groups that should be considered include SMEs relevant to the technical content and use of the
model, custodians of the underlying enterprise data sources and analytics SMEs.

The ‘risk model’ must also be appropriately documented to a standard that would allow someone who was not
involved in the model creation to understand the:

> Context

> Assumptions

> Data source availability, choice rationale, traceability and confidence levels

Risk calculation methodology including its description, inputs, operation, limitations and outputs, including
appropriate confidence limits

Quality control methodology
Areas for future improvement.
It is essential that any confidence limits associated with the outputs from quantitative risk models are clearly

articulated; this is key to ensuring that model outputs are treated appropriately, including in any subsequent decision
making.

Complex models must undergo appropriate quality checks. This may be achieved through:

'® Quantitative models may be deterministic or probabilistic. Deterministic models will output a single point estimate for each risk analysed, for
example Risk = 0.002 fatalities per annum, or (if the consequences are monetised), Risk = $94,672. Probabilistic models output a distribution of
values for risk and allow for confidence intervals to be calculated around the risk value. For example, we are 90% confident the annualised
(monetised) risk is between $85,230 and $103,265 with the expected (mean) risk = $94,672.

27 July 2022 — Original Issue

Approved By: Manager Network Risk & Performance
Next review date: July 2025

Page 33 of 77

COMMERCIAL-IN-CONFIDENCE UNCONTROLLED COPY IF PRINTED



Division Manual: Network Risk Management

COMMERCIAL-IN-CONFIDENCE CEOM1141.01

Building logical checkpoints into the model (e.g. to ensure selected fields sum to a logical number)
Use of appropriate software tools (applied by the person who created the model e.g. Spreadsheet Detective)

Design and implementation of a Quality Control plan (designed and executed by the model developer e.g. for
randomised checks of the completed model)

Independent checking by an internal person not closely involved in the development of the model
Independent checking by an external person not involved in the development of the model

The level of checking should be appropriate to the complexity and criticality of the model.

It is beyond the scope of this document to provide a comprehensive description of all relevant methods plus the
detail of all existing Essential Energy models and their application across the Asset Management System. As such,
the remainder of this section sets out:

An overview of the Asset PoF, CoF and Risk models developed within the 2020-21 Asset Strategies project

A generalised approach to creating a Likelihood or PoF model

A generalised approach to creating a Consequence model

An overview of Essential Energy Common Consequence models (safety, bushfire, reliability, environment)

Generalised requirements for quantitative risk models

Guidance for calculating the individual or societal risk of fatality

A comprehensive description of the various methods available for quantitative risk analysis can be found within
IEC31010, section B.5. Further detail is provided via the Network Risk Management SharePoint site. Contact the
Network Risk and Performance Team for further advice and support.

Overview of Asset PoF, CoF and Risk models developed within the 2020-21 Asset Strategies project

Recent work to refresh Essential Energy’s Asset Strategies developed a suite of Asset PoF, CoF and Risk models
associated with network asset failure events. The models were developed using a combination of:

data analysis (including direct estimation of model parameters, plus statistical curve fitting techniques), and
expert elicitation techniques.

Some PoF models made use of the Common Network Asset Indices Methodology (CNAIM)'¢; CoF models were
based on Event Tree analysis; consequences were all monetised using the Value Framework (CECG1140).

The models were built at an individual asset level and aggregated to population (or sub-population) level and/or
failure mode level. As such, the models may be used to inform prioritisation of asset-level work, albeit within an
understanding of the accuracy and confidence level of each model. A model maturity assessment has been
developed to support with this assessment.

The project also developed spatial maps of risk, including aggregated risks at network, depot and operational
areas. Where a relevant Asset PoF, CoF or Risk model exists, this must be used to inform quantitative risk
analysis.

As part of developing the models, the project also developed a suite of common assumptions, sub-models and
modelling principles that can and should be used when developing other asset risk models or in other risk
assessments. This is important, to ensure consistency in the organisational approach to modelling risk or risk events.

Once validated and approved, the asset models and supporting documentation will be made available on the Network
Risk Management SharePoint site.

Any queries related to the asset risk models should be directed to the Network Risk and Performance team in the
first instance via networkrisk@essentialenergy.com.au

'6 https://www.ofgem.gov.uk/sites/default/files/docs/2017/05/dno_common_network_asset_indices_methodology v1.1.pdf
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Generalised approach to creating a Likelihood or PoF model

This section sets out general considerations for the development of quantitative Likelihood estimates or PoF models.

Likelihood of
Risk Event

Likelihood, or
PoF Model

Quantitative measures of likelihood may include:
probability (number between 0 and 1)
chance (%)
frequency or rate (e.g. events per year)

When creating a likelihood estimate or model it is essential to consider the period over which any event occurrence
is measured. For instance, is it the likelihood the event will occur in the next day, year, month or decade? Or on the
next operation of a piece of equipment or performance of a defined task?

Generally, in situations where quantitative risk analysis is used to analyse risk over the short term a single point
estimate for likelihood will be sufficient, for example probability of crossarm failure over the next year = 1.34x103.

In situations where the model is needed to inform risk estimates over the medium to long term it may be necessary
to develop a probability distribution. This can be discrete (defined by a series of discrete data points) or continuous
(defined by a numerical function). For example, if analysing the risk associated with crossarm failure in the next 10
years, the probability of failure could be represented by the discrete distribution shown below in Table 8Table 8.

Table 8: An example of discrete distribution in crossarm failure

Year 1 2 3 4 5 6 7 8 9 10

PoF 17 9.23*10* | 8.67*10* | 6.34*10* | 2.16*10* | 9.67*10° | 7.23*103 | 4.15*103 | 7.23*102 | 4.10102 | 1.98*10?

A consideration in the development or use of any probability distribution is the type of distribution function, including:

probability density function (pdf)
cumulative distribution function (cdf), or
hazard rate.

Each may be valid, depending on the context and intended use of the risk estimate. The model developer should
make a deliberate choice of the type of distribution function they are using and document the rationale for their choice.

Where a probability distribution is used, the decision on the type of distribution (e.g. random, uniform, normal,
lognormal, PERT, Weibull) and on the associated distribution parameters must be deliberate and justified. General
advice and considerations regarding how to select a probability distribution will be provided on the Network Risk
Management SharePoint site. For complex models, the decision-making process should include input from
appropriate SMEs, e.g. from Network Analytics or Network Intelligence teams.

Once the method of likelihood modelling has been determined, a relevant and representative dataset will need to be
sourced. Data should cover a sufficient period and be representative of the risk being modelled; it should also be
sourced from enterprise systems and in consultation with appropriate data custodians.

Advice on appropriate statistical analysis techniques, statistical functions or distributions should be obtained from
appropriate SMEs, including from the Network Analytics and Data Science and Analytics teams.

Where it is not possible or reasonably practicable to obtain a relevant and representative data set for a particular
failure mode, expert elicitation techniques can be used to estimate relevant distribution parameters. Further

" PoF here refers to the annual probability of failure given survival to the year listed, otherwise referred to as the Hazard rate.
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information on simple expert elicitation can be found on the Network Risk Management SharePoint site. Alternatively,
contact the Network Risk and Performance Team or local Network Risk Champion for advice.

(. )

Toolkit

« |EC31010:2019 Risk Management - Risk Assessment Techniques
« Link to Risk Models

* PoF Training Materials

« Eliciting Input and Expert Judgement Guide

- J

Generalised approach to creating a Consequence or CoF Model

Consequence estimates or models are generally split into two parts. The first part estimates the likelihood of a
certain consequence being realised and the second part estimates the severity of that consequence:

Likelihood of Severity of

Consequences Consequences

Consequence or CoF Model

Wherever a risk event can result in multiple consequence types and/or severity levels, the model can be further
broken down by splitting out the ‘Likelihood of Consequences’ parameter into a ‘Likelihood of Consequence Type’
parameter and a ‘Likelihood of Consequence Severity Level’ parameter:

Likelihood of
Consequence
Severity Level

Severity of
Consequences

Likelihood of

Consequence Type

Consequence or CoF Model

The likelihood of different types or severity of consequences occurring, given a particular network risk event should
be assessed having regard to specific risk events and location characteristics. For example, in considering pole
failure, we would expect the likelihood of consequences to vary across the different scenarios of a:

> wood pole versus a composite pole (affects the likelihood of failure resulting in public safety hazard)

pole in a paddock versus outside a busy shopping centre (affects the likelihood of someone being there when the
pole fails)

> simple pole versus a complex pole (affects the time to replace and therefore the length of any outage; also the
cost to replace)

> pole supplying one customer versus a pole supplying a key industrial load (affects the amount of unserved energy)

These types of factors are generally referred to as consequence differentiators. These are factors related to an asset,
system or the operating environment that influence the likelihood of a consequence occurring or the severity of the
outcome. They should be carefully selected given a thorough understanding of the risk environment through
consultation with relevant SME’s. Table 9 presents some examples of consequence differentiators.
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Table 9: Suggested consequence differentiators

Risk Consequence Differentiators

Levels of public/worker exposure (how many people, for how long, how
often)
Safety
Nature of failure mode (detectable/visible, gradual/explosive, short-
lived/persists in hazardous state until detected/addressed)

Number of customers affected/level of unserved energy

Customer type
e SR e ) Time to effect repairs (including due to nature of work required and
distance from depot)

Availability of redundant supply/back feed or other contingency options

Bushfire Bushfire priority zone (P1, P2, P3, or P4)

Proximity to environmentally sensitive area or heritage site or national

Environment b

Availability of containment measures (such as oil bunding)

Value of assets affected (primary or secondary failures)
Finance
Cost of fault-and-emergency response

General level of stakeholder concern or scrutiny

R LG Recent performance, which may act as an escalator for stakeholder

concern or scrutiny

For a given risk event, there will often be a distribution of possible consequence types and severity levels that could
be realised. As with all types of risk analysis, only material consequences and severity levels should be modelled.

Alternative approaches to modelling risk events where there are a range of possible severity levels include:
Minimal approach:

Risk = (probability of risk event) x (likelihood x most likely foreseeable consequence severity), or

Risk = (probability of risk event) x (likelihood x plausible worst case consequence severity)
Model selective consequence severities only, for example:

Risk = (probability of risk event) x ((likelihood x severe consequence) + (likelihood x moderate consequence))
Model all consequence severity levels:

Risk = (probability of risk event) x ((likelihood x severe consequence) + (likelihood x major consequence) +
(likelihood x moderate consequence) + (likelihood x minor consequence) + (likelihood x insignificant
consequence))

Event Trees are a useful tool to support consequence modelling. Where a related event tree model has been
developed as part of the 2020-21 Asset Strategies that should be reviewed and used or adapted as appropriate. An
event tree template has been created for situations where a relevant event tree model does not already exist. This
can be accessed via the Network Risk Management SharePoint site.

As with semi-quantitative risk analysis, the Severity of Consequence can be monetised using the network risk
consequence criteria and the corresponding cost of consequence from the Network Value Framework.
Alternatively, the monetised cost of consequence can be estimated directly. For consistency, direct estimation
should be limited to financial consequences. The Network Value Framework should be used for all other
consequence types.
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When consequences are monetised, it is important to include costs to customers and costs to Essential Energy.
Estimates of monetised risk should also include relevant Disproportion Factors, as defined in the Value Framework
(CECG1140). This ensures estimates of monetised risk fully represent the ‘value’ of risk to all parties impacted.

Toolkit

» Business rules for PoF, CoF and asset risk models
« Library of Risk Models

« Event Tree Template

Essential Energy Safety Consequence ‘CoF Model’

When modelling safety consequences, the following generalised consequence equation should be used:

Likelihood of
Consequences

Severity of
Consequences

= p(safety hazard, given failure) x p(someone comes into contact with the hazard)
x p(consequence severity level(s) from risk matrix) x (consequence severity)

‘CoF Model'

Common safety consequences for network risk events include injuries due to physical impact, electric shock, fires,
arc flash, and projectiles. Figure 17 shows a generalised model for thinking about how these consequences arise:

I
|
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Risk | o— g |
|
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Pre-Failure Post-Failure Steady State
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Figure 17: Generalised model of how consequences arise from risk events

If safety is a particular concern or focus for the risk assessment, the development of an event tree should be
considered. As a starting point, a generic event tree structure base