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1. Overview 

1.1 Background 
Effective security in both IT and OT domains is essential to safe and reliable operation of the 
network.  Execution of the planned program and operational activities will enable 
TasNetworks to ensure safe and reliable energy supply, maintain compliance with license 
conditions and enable continued compliance with regulatory requirements for data privacy. 

This Investment Evaluation Summary (IES) documents planned expenditures for the 
determination period for items that cover systems positioned within both the OT and IT 
environment responsible for inspecting, auditing and restricting system interactions (security 
systems). 

At a high level the scope consists of activities that reduce risk and exposure and improve 
TasNetworks cyber security posture and capability through: 

 Improvement in TasNetworks implementation of Australian Signals Directorate Cyber 
Security recommendations  

 Improvement in TasNetworks maturity level against the Australian Energy Sector 
Cyber Security Framework  

 Improvements to device security (including servers, client and mobile devices) 

 Enhancement of network perimeter and interior security measures 

 Increased application security 

 Appropriate configuration and control or remote access to TasNetworks IT facilities 

 Enhancements to IT and OT Security management, risk and governance processes 

 Increase Cyber Security awareness and education of staff 

Arising from the Finkel 2.10 review covering cyber security protection of the National 
Electricity Network, and the subsequent development of the Australian Energy Sector Cyber 
Security Framework (AESCSF) by AEMO, TasNetworks recently undertook assessment as part 
of an AEMO investigation into the cyber security maturity of energy market operators.  The 
assessment provided both a current state and (based on AEMO expected recommendations) 
a target-state position for TasNetworks.   

Based on the assessment results, TasNetworks has developed a capital expenditure program 
of work designed to lift TasNetworks maturity levels in order to: 

 Address recommendation 2.10 of the Finkel Review, whereby requirements to 
implement AESCSF (formerly ES-C2M2) is advised 

 Attain and maintain AESCSF Maturity Implementation Level 3 across all applicable 
domains in the Regulatory Period 

 Address Australian Signals Directorate recommendations that organisations comply 
with mitigation strategies. 

These additional program of work items have been assessed against the original IES numbers 
to ensure there is no duplication within the existing IES submission. 

Additional expenditure required to address the targeted AEMO AESCSF maturity levels 
covers the following activities: 
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 Explicit compliance against the Australian Signals Directorate mitigation strategies 

 Uplift of Asset and Configuration Management processes and controls 

 Significant development of Governance, Policies and Procedures 

 Delivery of improved Threat and Vulnerability Management capabilities across the 
Operational Technology Landscape 

 Improvements to Physical Access Controls across assets and sites 

 Improvements to Substation device and network security implementation. 

Security is essential to the safe operation of the network.  Increasing levels of sophistication 
are being brought to bear against targets, with our industry seeing a much higher level of 
targeting than industry standards. 

1.2 Problem Definition 
TasNetworks ability to prevent, detect and respond to cyber security incidents and breaches 
does not currently meet recommended practices documented in the AESCSF.  Additionally, 
work is needed to improve implementation of Australian Signals Directorate mitigation 
strategies to better protect TasNetwork IT and OT systems and reduce both the likelihood 
and severity of cyber security incidents. 

Improvements to TasNetworks cyber security processes enables: 

1. Reliable and effective delivery of IT services to the TasNetworks business and 
external customers. 

2. Compliance with state and federal legislative and regulatory requirements, including: 
a. Industry-specific requirements. 
b. State and federal privacy legislation. 
c. Occupational Health and Safety requirements. 

3. Maximised efficiency, flexibility and cost-effectiveness of service delivery. 

Activities driving the requirement for capital expenditure in this IES are documented in the 
TasNetworks Cyber Security Strategy and IT Infrastructure Asset Management Plan.  To 
summarise, these activities will consist of: 

 Operational support and maintenance of the platform infrastructure 

 Risk reduction and exposure mitigation 

 Ability to extend capability as required. 

These activities will allow TasNetworks to maintain reliable and efficient infrastructure in 
support of safe delivery of energy to customers. 

2. Customer needs & impact 
TasNetworks’ cyber infrastructure is critical to the reliable, timely and effective delivery of 
application and data services to staff, customers and network operation.  These services are 
directly related to TasNetworks’ ability to deliver efficient and effective services to our 
internal and external customers.  The management of the items in this IES are critical to the 
operation of these components. 

Failure of cyber security systems can lead to severe adverse consequences to TasNetworks 
and customers, including: 
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 Maintenance of current cyber security operational controls through: 

o Maintenance, upgrade, extension and replacement of security hardware 

o Maintenance, upgrade, extension and replacement of supporting software 
and management components dedicated to the security of the network core 
and perimeter 

o Maintenance, upgrade, extension and replacement of supporting software 
and management components dedicated to the security of the environment 
and end points.  End points include servers, desktop devices and mobile 
devices. 

o External and internal security and auditing tests and resulting action items 

o Enforcing and auditing access controls at the software, user and network 
levels 

o Enforcing and auditing digital rights controls on high value digital assets. 

6.8.2 High Level Implementation Activities 

The high level implementation activities of this initiative are: 

 Review on a regular interval capacity and performance requirements and trends for 
the products in scope of this initiative 

 Procure capacity and introduce capability based on the above analysis 

 Plan and action project initiatives in line with recommendations and business needs. 

7. Investment timing 
This investment is part of a rolling upgrade and migration process.  Upgrades are staggered 
over the period with capability incrementally rolled out. 

8. Regulatory test  
N/A 

9. Expected outcomes and benefits 
The outcomes and benefits are considered from a TasNetworks perspective and from an 
external stakeholder perspective, in this case the customer and retailer. Details of these 
benefits can be seen in the table below. 

Essentially the benefits will be a lessening of risk outlined in the tables above but more 
specifically the preferred option will: 

 Maintain or improve incidence response times leading to critical and ancillary 
systems being more available to both internal and external customers 

 Harden our security stance increasing the time between incidents and decreasing 
the scope of these incidents 

 Auditing and other records will be more complete and timely 
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ITA-137 
Scope and frequency of security incidents increase as systems are outpaced by the 
threat landscape.  Minor incidents result in operation impacts of 500k (industry 
standard).  This includes investigation and remediation.   

ITA-147 
Frequency and impact of security breaches and incidents has been averaged over 
the determination period. 

ITA-148 
Compliance with AESCSF practices will be recommended or mandated by the 
market operator during the determination period. 

ITA-149 
Implementation of ASD mitigation strategies will be recommended or mandated by 
the market operator during the determination period. 

11. Recommendation 
It is recommended that the preferred option is approved and progressed as it best satisfies 
the customer and business needs. 

 








