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functionality, including but limited to: customer moves, life support, connections and field safety. 

The attendant risk is the likely significant cost of emergency rectification and manual processes and 

workarounds. 

2.2 Aging Technology 
It has been 13 years since the initial implementation of mData21. The mData21 application is based 

on 1990s technology that has not been materially updated. This has made enhancements difficult 

and increased reliance on other supporting systems such as Bravo for market interfaces and interval 

data storage and management. It is not possible to simply upgrade mData21 to a new version of the 

Gentrack solution (Velocity). Gentrack has superseded the technology upon which mData21 is 

based, meaning an upgrade is not possible and a full replacement is required. 

In addition, the age of the technology in which the application is coded means that it must be hosted 

on a Microsoft 2008 SQL server for compatibility reasons. Microsoft 2008 SQL server will in itself 

become unsupported from August 20191.  This not only increases the threat of instability and 

disruption to business and customer facing processes it also leaves TasNetworks more susceptible to 

cyber threats2.   

In response to the Finkel Review recommendation 2.10 and in recognition of the challenge of 

securing the power grid from cyber-attack, AEMO has developed a tailored cyber-security 

framework (The Australian Energy Sector Cyber Security Framework (AESCSF)).  It is currently 

assessing the maturity of market participants against this framework with the inaugural annual 

report due by the end of 20183.  The aging infrastructure supporting TasNetworks’ MDMS will have a 

material impact on its ability to meet AEMO’s expected level of maturity in guarding against cyber 

threats. 

The latest technology more easily supports current and future functional requirements and  is 

maintained by vendors to combat emerging threats as they arise, better helping TasNetworks 

manage its risk exposure. 

Taken together, the lack of support and aging technology results in the need to replace mData21 

with a new MDMS that is capable of meeting regulatory and business requirements and better 

mitigating cyber threats.  

2.3 Other MDMS Initiatives 
TasNetworks is not the only electricity distributor in the market that is looking to perform an 

upgrade or replacement of their MDMS.  

As per their respective regulatory proposals for the 2019 to 2024 period, both Evoenergy4  and 

Power and Water Corporation (PowerWater) 5 are seeking to upgrade their MDMS. We note that 

their existing technology allows them to upgrade their current systems as opposed to replacing their 

MDMS as TasNetworks are required to do.  

                                                           
1 https://blogs.msdn.microsoft.com/sqlreleaseservices/end-of-mainstream-support-for-sql-server-2008-and-sql-server-2008-r2/  
2  
Common SQL Server Security Issues and Solutions - TechNet – Microsoft https://technet.microsoft.com/en-us/library/2009.05.sql.aspx  
https://www.zdnet.com/article/the-top-ten-most-common-database-security-vulnerabilities/  
https://www.itprotoday.com/business-resources/risks-running-windows-server-2003-beyond-end-life-its-time-act-whats-your-action 
3 http://aemo.com.au/Electricity/National-Electricity-Market-NEM/Cyber-Security  
4  Evoenergy (ActewAGL) – Determination 2019-24, “Appendix 5.9: ICT expenditure proposal”  
5 Power and Water Corporation – Determination 2019 – 2024, “Attachment 8.1: PowerWater ICT Strategy” 
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Consolidation of ERP platforms with market facing solutions is a consistent theme in the Utilities 

sector. DNSPs such as Ausgrid8, Jemena9 and SA Power Networks10  are a few of the Australian 

examples consolidating their SAP platforms. Consolidation of corporate and market systems has 

enabled DNSPs to prudently manage their licenses and drive efficiencies within their information 

technology systems.  

Similar to TasNetworks, these organisations are embracing SAP to consolidate multiple systems into 

SAP’s ERP. This aims to reduce the IT environment’s complexity, support the adoption of shared 

business processes, data sets and systems across the organisations and maximise the value from 

their investment in SAP.   

The number of DNSPs utilising SAP in Australia enables TasNetworks to leverage the experience 

gained across the industry to cost effectively respond to the market and regulatory changes.  This 

also enables SAP to ‘productise’ its core offerings in this area so reducing costs for shared changes 

across the industry. 

  

                                                           
8 Ausgrid – Determination 2019-24, “Attachment 5.18: ICT Technology Plan”, “Attachment 5.19: ICT Project Justifications” 
9 Jemena – Determination 2016-2020,  “Attachment 7-7: IT Asset Management Plan (2016 – 2020) 
10 SA Power Networks – Determination 2015 -2020, “Attachment 20.32: Information Technology Investment Plan 2015 – 2020” 
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 Metering Data Provider (MDP) Obligations: basic reading processing, basic reading substitution, 

reading validation, reading storage and processing performance. 

 Unmetered Supply (UMS) Management: includes inventory maintenance, standing data 

administration, and interval data management, processing performance, configuration, and 

logical data entities and reporting. 

 Market Integration: There are two key areas of market integration that are in-scope for the 

MDMS replacement which extends to support of business to market transactions and business 

to business transactions. The MDMS will need to support B2M transactions such as CAT 

transactions, retailer transfers and role changes and MSATS synchronisation. B2B transaction 

support includes service order management, meter data provider support, customer 

notifications/requests and one-way notifications. 

5.2 Scope of exclusions 
TasNetworks has explicitly stated that various functions within the MDMS suite will be considered 

out-of-scope15. The following items are considered to be out-of-scope: 

 Market Gateway: The market gateway functionality that is currently facilitated through Bravo is 

considered out-of-scope. The market gateway leads to AEMO’s transaction hub for B2M and B2B 

transactions. 

 In-field Work Order Management: The system used for scheduling, allocation and execution of 

In-field Work Orders is not in scope for this project. The current system will be replaced under a 

separate initiative replacing TVD CSC. 

 In-field Route Based Meter Reading Collection: The process of in-field meter reading through 

the bulk process of walking a route will not be considered for replacement in this project.  The 

current tool MVRS along with the associated handheld computing devices will interface to the 

new MDMS solution.   

 Distribution Billing: The replacement of the Distribution Billing capability is in a separate 

initiative and is not in scope for this project. As a result the capabilities around tariff and invoice 

management, market NSW billing protocol support and unbilled energy are considered out-of-

scope. 

 Distributed Energy Resources (DER) Trading: Capabilities around managing bids, tracking 

dispatch and coordinating billing and settlement are considered out-of-scope. Functionality 

specification such as integration with DER billing systems and an interface to the national market 

platform are also considered out-of-scope. 

  

                                                           
15 TasNetworks – MDMS Replacement High Level Scope – V9 



IES - Meter Data Management System Replacement 

18 
 

6. Business Options 

6.1 Option 0: Do Nothing 
The ‘Do Nothing’ option retains the current state. TasNetworks does not undertake an initiative to 

replace and implement a new MDMS and remains with its current solution, Gentrack’s mData21 

with attendant supporting solutions. 

6.1.1 Current State 

The ‘Do Nothing’ option will result in no changes to the current state logical architecture. The 

current state logical architecture is depicted below: 

 

 

The current state logical architecture presents a framework of four interfaced solutions. Gentrack’s 

mData21 provides standing data management functionality for installation and customer 

information.  

Bravo is responsible for handing B2M and B2B transactions and interfaces with the in-field work 

order management solution (TVD CSC). Interval data and management functionalities are also 

embedded in the Bravo solution. Bravo acts as the gateway between TasNetworks and the market 

place. 
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6.2 Option 1: Replacement with SAP 
Option 1 is an initiative to implement the SAP MDMS solution, consolidating and enhancing 

TasNetworks’ current SAP Enterprise Resourcing Planning (ERP) platform with industry specific 

modules. Implementing the MDMS components of SAPs industry specific modules allows 

TasNetworks to prudently manage licenses and drive efficiencies within the consolidated corporate 

and market systems.  

Consolidating multiple systems into SAP’s ERP reduces the IT environment’s complexity, supports 

the adoption of shared business processes, data sets and systems across the business and seeks to 

maximise the value from the investment in SAP.   

By implementing a MDMS module within the current ERP and revising interfaces across platforms, 

the future logical architecture would be structured as below: 

The future state for Option 1 varies greatly from the current state as an integrated SAP solution will 

replace multiple other vendor modules. TasNetworks will need to maintain an interface to market 

systems (Bravo) and the meter reading system (MVRS). 

It is assumed that the meter interval data store, distribution billing and the market gateway will 

continue to be developed by Bravo and will need to interface with SAP modules.  

6.2.1 Benefits 

By undertaking this initiative the following benefits can be obtained: 
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