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1. Background

TransGrid substations and radio repeater sites all have telecommunications equipment that provide access into
various corporate and operational networks that TransGrid relies upon to carry out its functions. The sites that this
equipment is housed at are unmanned and have relied upon the measures in place for the high voltage
transmission network to provide physical security for the operational and corporate data networks.

As the potential to disrupt TransGrid operations via a cyberattack increases as operational and information
technology systems converge, the value in providing a higher level of physical security at unmanned sites will be
reviewed.

2. Need/opportunity

TransGrid runs its infrastructure without the need for a constant presence at all of its sites. Access is provided to
staff and contractors to perform their duties at these sites.

Access into a substation or a radio repeater site provides access to data networks and associated equipment that
are critical for managing TransGrid’'s operations. Interference with these systems, whether unintentional or
malicious, could have widespread effects to TransGrid’s Corporate Data or Operational Systems.

TransGrid can install locked doors on the cabinets housing this equipment to provide greater certainty of the
security of this equipment.

The risk cost associated with this need is $400k per annum. The most significant element of concern is a Service
Failure caused by an inadvertent action. The risk costs are based on 2015/16 probabilities of failure and the Borg
Scale methodology of assessing IT network and cyber security risk.

3. Related needs/opportunities

Nil

4. Recommendation

It is recommended that options be considered to address the identified need/opportunity.
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Attachment 1 — Risk costs summary

Summary of results is attached below. Refer to supporting document in PDGS for full risk assessment.
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